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Abstract

Elliptic curve cryptography was introduced in the mid 1980s as a promising alternative for cryptographic protocols based
on the discrete logarithm problem in the multiplicative group of a finite field (e.g., Diffie-Hellman key exchange or ElGamal
encryption/signature). The security of elliptic curve cryptosystems relies on the hardness of solving the elliptic curve discrete
logarithm problem (ECDLP).

However, there is no need to make use of strong cryptographic techniques if they are poorly implemented. This talk surveys
various fault attacks against elliptic curve cryptosystems. It also presents a number of countermeasures developed so far as
well as new ones by exploiting the rich underlying mathematical structure. Finally, several research problems are listed.



