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Abstract. This paper studies efficient realizations of arithmetic over
the binary field F2 in nonabelian groups using only intrinsic group op-
erations, namely multiplication and inversion. The constructions rely
on commutators to implement Boolean computation within the group
structure. Two complementary approaches are presented: a realization
of a universal Boolean gate (NAND) and direct realizations of the field
operations XOR and AND. These approaches apply to finite nonabelian
simple groups and can be implemented using a small number of group op-
erations. Explicit realizations are provided in the alternating groups As
and Ag. For the smallest nonabelian simple group As, these constructions
achieve state-of-the-art efficiency in the number of group operations.
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1 Introduction

The expressive power of nonabelian groups as computational media has been
recognized for several decades. In algebraic complexity, Barrington’s theorem [1]
shows that polynomial-size branching programs of width 5 over a fixed non-
abelian simple group capture exactly the class NC*. Earlier work of Maurer and
Rhodes [9] (see also [6]) already demonstrated that Boolean functions can be
realized using finite nonabelian simple groups. These results illustrate that non-
commutativity provides a rich computational structure even when only a small
set of algebraic operations is available.

This observation raises a natural question: to what extent can arithmetic
and Boolean computation be realized directly inside group operations? At first
sight this appears unlikely, since a group provides essentially a single binary
operation (together with inversion), whereas arithmetic requires both addition
and multiplication. Nevertheless, suitable encodings of bits as group elements
may allow both operations to be recovered from the intrinsic group structure.
In particular, arbitrary Boolean circuits can then be evaluated using only the
operations of group multiplication and group inversion.

To describe this phenomenon, it is convenient to adopt the viewpoint of a
fully homomorphic encoding inside a group. Informally, elements of a ring are
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represented by group elements in such a way that appropriate combinations of
intrinsic group operations implement the desired arithmetic operations. When
the message space is Fo = {0,1}, this corresponds to realizing the Boolean
operations XOR and AND on encoded bits using only group operations.

Related work Early examples of arithmetic over Fy in groups include the embed-
ding of (IFa, +, ) into SL(3,2) by Ben-Or and Cleve [2], the realization inside Sy
studied by Rappe [13], and the construction in the alternating group As given
by Khamsemanan, Ostrovsky, and Skeith [5]. Subsequent work of Nuida gave re-
alizations in the symmetric group S5 [11], with further refinements in [10]. More
recently, Guillot et al. [4] described an explicit realization in the group Sg, build-
ing on earlier constructions. Related perspectives appear in works investigating
group-theoretic approaches to fully homomorphic encryption [3,5,7,11,4].

Our techniques and contributions The present work studies how Boolean com-
putation and arithmetic over Fy can be realized efficiently using only intrinsic
operations of certain nonabelian groups, namely multiplication and inversion.
Our constructions rely on commutators as a basic algebraic primitive. A key
structural property supporting this framework is Ore’s theorem, proved in [8],
which asserts that every element of a finite nonabelian simple group is a com-
mutator. In particular, the commutator map is sufficiently expressive to reach
any element of the group, suggesting that commutator-based constructions can
serve as building blocks for Boolean computation inside such groups. Related re-
sults appear in [5, Lemma 6.3], where it is shown that, for any distinct elements
a, B with 8 # e in a finite nonabelian simple group G, the element « can be
expressed as a product of functions of the form (z,y) — [gzg~', hyh™'] evalu-
ated at (8, 8). While this result allows arbitrary products of such commutators,
the constructions considered here focus on very small products, with the main
case being a single commutator (i.e., k = 1) and, in one instance, a product of
two commutators.

We present two complementary approaches: (i) a commutator-based real-
ization of a universal Boolean gate (NAND), and (ii) direct realizations of the
arithmetic operations XOR and AND over Fy. Both approaches rely solely on
multiplication and inversion in the underlying group and apply to finite non-
abelian simple groups.

We illustrate these approaches through explicit realizations in small alter-
nating groups. For the smallest nonabelian simple group, namely the alternating
group As, we obtain a commutator-based realization of the NAND gate requiring
8 group operations. This improves the operation count of the recent construc-
tion of Nuida [10], which uses compression functions over groups and requires
10 group multiplications to realize a NAND gate. In addition, we obtain a direct
commutator-based realization of the AND gate in A5 requiring 8 group opera-
tions, a functionality not explicitly provided in [10]. Its companion XOR gate
over Fy achieves the same operation count as the construction in [10], namely
10 group operations. We also give a different realization of the AND gate that



uses only group multiplications, requiring 9 group multiplications in total; its
companion XOR gate is then realized by a single group multiplication.

Our framework also yields particularly efficient realizations in larger simple
groups. In the group Ag (and similarly in Sg), we obtain an AND gate requiring
only 5 group multiplications and an XOR gate requiring a single group multipli-
cation. This viewpoint provides a conceptual explanation for the encoding over
Se described in [4], which is obtained there by modifying an S7 construction by
hand.

Outline of the paper The remainder of this paper is organized as follows. Section 2
introduces the required group-theoretic notation and the notion of a homomor-
phic encoding over a group. Section 3 presents a commutator-based realization
of a NAND gate, including an explicit construction in As. Section 4 gives re-
alizations of the XOR and AND gates over Fy with parameters in As and Ag.
Section 5 concludes the paper.

2 Background and Notation

Unless specified otherwise, all groups considered in this paper are finite, written
multiplicatively, and their identity element is denoted by e.

2.1 Elements of Group Theory

We recall several standard notions from group theory; a general reference is [14].

Basic notions Let G be a group. A subgroup N < G is said to be normal, written
N < @G, if it is invariant under conjugation, that is, if g N g~' = N for all g € G.
Equivalently, gng=! € N for all g € G and n € N. The center of G is the
subgroup Z(G) = {z € G| zg =gz for all g € G}, consisting of all elements
that commute with every element of G. For g,h € G, the (group) commutator
of g and h is

[g,h] :==ghg ' h™" .

Thus [g, h] = e if and only if g and h commute.
Finally, a nontrivial group G is called simple if its only normal subgroups are
{e} and G itself.

Permutation groups For a positive integer n, the symmetric group S, is the group
of all permutations of the set {1,...,n}, with group multiplication given by
composition. Its elements are bijections o: {1,...,n} — {1,...,n}, and £S5, =
n!. Permutations in S,, are written in cycle notation. A cycle (i1 o ... ix) denotes
the permutation sending i; +— i9,i9 +—> i3,...,%x +— 41, and fixing all other
elements of {1,...,n}. The identity permutation is denoted by (). Disjoint cycles
commute, and every permutation can be written uniquely (up to the order of
disjoint cycles) as a product of disjoint cycles. A 2-cycle is called a transposition.



The alternating group A, is the subgroup of S,, consisting of all even per-
mutations, that is, permutations that can be written as a product of an even
number of transpositions. It is a normal subgroup of S,, of index 2, and hence
fA, = nl/2. For n > 5, the group A,, is nonabelian and simple.

2.2 Fully Homomorphic Encodings over Groups

We formalize the notion of realizing arithmetic inside a group.

Definition 1. Let (M, +,-) be a commutative ring with 1 and let G be a group.
A fully homomorphic encoding over G is an injective map

Ecd: M — G
together with efficiently computable operations
Add,Mult: G x G —» G
such that for all my,mg € M,
Add(Ecd(m1), Ecd(m2)) = Ecd(my 4+ ms)

and
Mult (Ecd(my), Ecd(msz)) = Ecd(my - ma) .

We illustrate this notion with the realization in G = Ag described in Sec-
tion 4.4. There the message space is M = Fyq, identified with the set {0,1}
equipped with addition & (XOR) and multiplication A (AND). The encoding is
given by

Ecd(0) = (), Ecd(1) = (12)(34) .

If = Ecd(p) and 2’ = Ecd(p8’) for 8, 8" € Fa, then
Add(z,z") = XOR(z,2") , Mult(x, ") = AND(z, 2') ,
where XOR is realized by group multiplication and AND by a commutator-based

construction.

3 Boolean Computation via a NAND Gate

We denote the Boolean NAND operator by A, defined by
uAv==(uAv)=1-uv, u,v € {0,1} .

Since the NAND gate is functionally complete, it suffices to realize NAND
in order to obtain universal Boolean computation. In this section, we present a
construction in which NAND is implemented by a single commutator in a finite
nonabelian simple group, and we give an explicit instantiation in As.



3.1 Commutator-Based NAND Gate

Let G be a finite nonabelian simple group. Select two distinct nontrivial elements
20,21 € G that encode the bits

0+— 2o, 1+— 2 .

The requirement that both encoding elements be nontrivial is essential: if zy = e,
then any commutator involving zg is trivial, so NAND cannot be realized as a
single commutator.

Fix elements g, h € G and define

NAND(z,y) = [gzg~ ' hyh™'], @,y € {z0,21} . (1)
This map depends only on intrinsic group operations.

Correctness conditions Let
ai=gzg ", bj:hzjhfl .

The map Eq. (1) realizes the Boolean NAND gate under the encoding 0 < 2
and 1 <> 21, provided that

lai,bj] = 275, 4,5 €{0,1} .

Thus the construction reduces to finding four elements ag, a1, bg, b1 in pre-
scribed conjugacy classes whose commutator table matches the Boolean NAND
table. Ore’s theorem guarantees that every element of GG is a commutator; hence
zo and z; both occur in the image of the commutator map. The present con-
struction strengthens this requirement by imposing simultaneous constraints on
four specific commutators arising from fixed conjugacy classes.

Universality Once such elements zg, 21, g, h are found, the commutator map
NAND(z,y) = [ga g ' hyh™']

realizes the Boolean NAND operation under the given encoding. Since NAND
is functionally complete, arbitrary Boolean functions can then be implemented
by composing this operation.

3.2 An Explicit NAND Gate in As
We now give a concrete realization that implements a Boolean NAND gate en-
tirely within the group law of G = As.

Define

20=(12345), 2z =(13542), g¢=(24)(35), h=(153).



The elements 2y and z; are both 5-cycles and therefore lie in the same conjugacy
class of As. Moreover, g is an involution (¢~ = g), while h has order 3 (so
h=1 = (135)).

Let a; = gzig~' and bj = hz; h~!'. A direct computation in A; yields the
commutator table

laib] | j=0 j=1

1=0 Z1 21
1=1 21 20
which coincides with the Boolean NAND table under the encoding 0 > 2y and
14 2.

Expanding the commutator operator, the NAND gate can be evaluated using
8 group operations in As as

U=(24)(35) -2 - (24)(35)

NAND(z,y) =U -V -(V-U)"' wh
(@y) (V-U)™" where {V(153). 135)

4 XOR and AND Gates over [,

Let G be a finite nonabelian simple group. We now turn from universal Boolean
computation to the direct realization of the arithmetic gates over Fy, namely

r@y=x+y (mod 2) and xAy=x-y (mod 2).

In contrast to the NAND construction of Section 3, it is here natural to adopt
the canonical encoding

0+—e, 1l— 2 .

so that each bit is represented by an element of the set {e, z1} C G.

4.1 Commutator-Based AND Gate
Fix g,h € G and define
AND(xay) = [gmg_17hyh_1j| ) %ZUG{ZOaZl} .

Let a; = gz g~ and bj = hz; h~'. Under the encoding 0 <+ e and 1 <+ 21, this
realizes the Boolean AND gate provided

[ai, b]} = Zinj » Z,] S {0, 1} .
Because zy = e, we automatically have ag = by = e, and therefore
[ao,bo] = e, [ag,b1] = e, l[a1,bo] =€,

which match the three zero-outputs of the AND table. The only nontrivial con-
straint is
laz,b1] = 21,

that is, two conjugates of z; must have commutator equal to z;.



Remark 1. Suppose z; has order 2. If a1, b; are conjugates of 21, they are invo-
lutions as well, and hence

[CLl, bl] = ax b1 (11_1 bl_l = ax b1 a1 b1 = (a1 b1)2 .

Thus the condition [a1,b1] = 21 becomes (a1 b1)? = 21, so T := a; by must have
order 4. In particular, G must contain two involutions whose product has order 4,
and hence a subgroup isomorphic to the dihedral group Ds.

When the condition of Remark 1 is not satisfied, it may still be possible to
realize the AND gate by using a product of two commutators. For instance, one
may consider constructions of the form

AND(z,y) = [g1z g7 ' hiyhi'] (g2 95 hayhy '],

which can satisfy the required Boolean table even when a single commutator
does not suffice. Products of such commutator maps also appear in structural
expressiveness results such as [5, Lemma 6.3].

4.2 XOR Gate over Fo,

We present two XOR realizations, depending on the order of 2.

XOR via group multiplication With the same encoding and z; of order 2,
group multiplication directly implements addition in Fs:

20 " 20 = 20 20" R1 = 2120 = %1, 121 =20 -

Hence
XOR(z,y) =z -y

realizes the XOR gate.

Commutator-based XOR gate If G contains a subgroup isomorphic to
Dsg, then it contains an element z; = [a1,b;1] of order 2, and the above one-
multiplication implementation should be preferred.

If G has no involutions, then it contains an element of order 3. Indeed, by
the classification of finite simple groups, the only nonabelian finite simple groups
whose order is not divisible by 3 are the Suzuki groups Sz(22"*1!), and these
contain dihedral subgroups of order 8, hence involutions (so the contrapositive
implies that a simple group without involutions must have order divisible by 3).

When zy = e, a direct commutator-based realization of the form XOR(x,y) =
[gwgfl,hyh’l] is impossible, since XOR requires [ag, b1] = [a1,bo] = 21, but
ap = e implies [ag, b1] = e # z1. If z; has order 3, however, XOR, can be obtained
from the commutator-based AND gate via

XOR(z,y) =z -y - AND(z,y) ,

since z3 = e and a direct verification shows that the Boolean XOR table is

satisfied.



4.3 Fully Homomorphic Encoding of F,

Assume that zg = e and z; € G are chosen so that the above construction realizes
the AND gate, and that XOR is implemented either by group multiplication
(when z; has order 2) or via XOR(z,y) = = -y - AND(z,y) when z; has order 3.
Then the map
Ecd(0) = e, Ecd(1) = =

together with Add = XOR and Mult = AND forms a fully homomorphic encod-
ing of Fy over G.

4.4 Explicit Realizations

We now give explicit realizations in small simple groups.

A first explicit realization in A5 In As, involutions are double transpositions.
The product of two double transpositions has order 1, 2, 3, or 5, never 4. Hence
(a1b1)? cannot be an involution, and therefore no element z; = [ay, b1] of order 2
arises in this manner (see Remark 1).

The XOR realization via group multiplication therefore does not apply. We
give below concrete parameters for a commutator-based implementation in group
G = As.

Define

=10, 5= (123), g=(154), h=(12)(34) .

Here z; is a 3-cycle and thus has order 3. A direct computation yields a; =
gz197 1 =(235) and by = hz h™! = (142), and in turn

[al,bl] = ai bl al_l bl_l = (123) =2z .

Because zp = () (that is, zp = e), the remaining three entries of the AND table
are automatically satisfied. Hence

AND(z,y) = [gz g™, hyh™']

realizes the Boolean AND gate in A5 under the encoding 0 <+ (), 1 <+ (123).
Since z; has order 3, XOR is obtained via

XOR(z,y) =z -y - AND(z,y) .

Regarding the operation count, as in the NAND realization, the AND gate
requires 8 group operations (7 group multiplications and 1 group inversion), and
the XOR gate requires 2 additional group multiplications.

Another realization of the AND gate requiring 9 group multiplications in the
multiplication-only model (i.e., disallowing explicit inversion) is described below,
together with a matching XOR gate implemented by a single group multiplica-
tion.



Remark 2. The same obstruction holds in the symmetric group Ss. Its involu-
tions are either transpositions or double transpositions, and in both cases the
product of two conjugate involutions never has order 4. Consequently, S5 like-
wise admits no realization with z1 = [ag, b1] of order 2, and one must again rely
on the commutator-based constructions for AND and XOR.

A second explicit realization in A5 We now present an explicit realization
of the above type in the group G = Aj;, using a product of two commutators.
Define

20=1(), 21 =(12)(34), g1 =(15)(23), hi = (12)(45) ,
g2 = (25)(34), hy = go2gy " hy = (14)(35) .

The choice of hy is made so that g;'hy = g5 'he = (13254), which allows
a common factor to be extracted in the evaluation of the two commutators.
Writing

T=x-(13254) y,

the AND gate can then be evaluated as
AND(z,9) = ((15)(23) - T+ (12)(45))* - ((25)(34) - T - (14)(35))” .

A direct verification shows that this map realizes the Boolean AND gate under
the encoding 0 <+ () and 1 <> (12)(34). Since z; has order 2, the companion
XOR gate is simply given by

XOR(z,y) =z-y .

This realization uses only group multiplications. More precisely, the AND
gate requires 9 group multiplications, while XOR is implemented by a single
group multiplication.

An explicit realization in Ag The situation changes in the group G = Ag,

which contains a subgroup isomorphic to Dg (and therefore so does A, for all

n > 6, since Ag embeds in A,, as the subgroup fixing {7,...,n} pointwise).
Define

20=0, =2=02)34), g¢=(23)(56), h=(15)(26).

All elements lie in Ag, and z; is an involution. A direct computation yields
gz197 1 = (13)(24) and hz; h~! = (34)(56). These are involutions whose prod-
uct, (13)(24) - (34)(56) = (1324)(56), is a cycle of type (4,2), and hence has
order 4. Consequently,

((13)(24),(34)(56)) = Ds .



Moreover, one has [gz1 971, hz1 h™t] = [(13)(24),(34)(56)] = (12)(34) = 2.
Thus the requirement for realizing the Boolean AND gate in Ag under the en-
coding 0 <> (), 1 <> (12)(34) is satisfied.

Since z; has order 2, the XOR gate is obtained directly via group multipli-
cation: XOR(z,y) =z - y.

Since zp and z; are both involutions, so are their conjugates. In turn, the
commutator-based AND becomes AND(z,y) = grg thyh tgxg thyh™!,
for 2,y € {20, 21} Noting that g~ h = (16 325), the AND gate can be evaluated
using 5 group multiplications as

AND(z,y) = ((23)(56) -z - (16325) -y - (15)(2 6))2 .

The XOR gate XOR(z,y) = x - y requires only a single group multiplication.

5 Conclusion

This paper revisits the problem of realizing arithmetic over Fo within finite
nonabelian simple groups using only intrinsic group operations. Two comple-
mentary approaches are presented: one based on realizing a universal Boolean
gate (NAND), and one based on direct realizations of the arithmetic operations
XOR and AND.

Explicit realizations in the alternating groups As and Ag illustrate different
aspects of these approaches. In A5, compact commutator-based implementations
of Boolean gates are obtained. In Ag, the arithmetic operations admit particu-
larly simple realizations, requiring only a very small number of group multiplica-
tions. This latter example also sheds light on the encoding over Sg that appears
in recent work.
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