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On NTRU-v-um Modulo
XN -1
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Remark: Any private-key FHE scheme can easily be turned into a public-key FHE scheme
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Noise over time
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Encsk(x) —>

with

f@)

—> Encsk(f(x))

Encsk, (sk1) —>

Dec(-, c)

—> Encsk, (Dec(sky, ¢))



with ¢ « Encgg, (M)

Encsk, (sk1) —> Dec(-, ) —> Encek, (M)
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s Gentry’s recryption enables bootstrapping ciphertexts
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aiTg u* —b-— (s, a)
p*=p+eeT, round u*

b« u* + (s, a)




Let M be a module. For any polynomial v € M[X]1/(XN + 1)
vX)=Vo+VviX+-o+ VX 4+t vy XNTE

it holds that _
XT-v(X)=vj+...
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(i.e, is a polynomial with constant term v;)
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v(X)=vo+ -+ w1 XV = XT o) = v+

N = 32 (power of 2)

v(X)= 0.0+0.0X+0.0X2+---+0.0x4
+0.1X°+.-+0.1X10 ... +0.1x14
+0.2XB5 4+...40.2X20 +...+0.2x24
+0.3X25 +...40.3x2°

Vu* €[0.00,0.29]

X100 (X)) = +...
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$
@«qu €1 <X

u* = Am +-e with e « X H* i=Am + ez with €z < X
6 —da+u* c«—ﬂ+u*
~ € =(w,6)eRgx Rq ~ € €Rq
where

R =Z[X])/(XN + 1) with N a power of 2

R =Z[X]/(X"N + 1) as for RLWE, or
R =Z[X])/(XN = 1) with N prime

and Rqg =R/qQR



@ Charlotte Bonte, Ilia Iliashenko, Jeongeun Park, Hilder V. L. Pereira, and Nigel P.
Smart

FINAL: Faster FHE instantiated with NTRU and LWE
In ASIACRYPT 2022, pp.188-215
Cryptology ePrint Archive 2022/074

@ Kamil Kluczniak
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In ACM CCS 2022, pp. 1783-1797
Cryptology ePrint Archive 2022/089




e
c«—E+Am (mod g, XN —1) wheree=¢€1 +€sf

where
£ is the private key
€1, €2 are error polynomials

such that

{ is invertible in and has random coefficients (uniformly) chosenin {-1,0, 1}
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A=gq/pforsomep|qgand m € Rp




e
0«—E+Am (mod g, XN —1) wheree=¢€1 +€sf

3-step process:
d—cf=e+Am¢{
d —[<d/A] (mod p)

me—dfler,
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b

‘Mildly noisy’ samples: || €|l < SN
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C - © +Am (mod g, XN —1) with|le]le < 2=
2 q. X 2/N
Since (X -1)| (XN -1)
e
ce——+Am (modg,X-1)

f

and thus

d(1):=<c(1)-f(1) =e(1)+Am (1) £(1)
=e(l)+A-(m(1)-£(1) modp) (mod q)



€
- — N _ i A
< 7 +Am (mod g, X 1) with|€e]le < S

m(1)£(1) e(1)

d(1):=<c(1)-£(1)=e(1)+Am (1) £(1)
=e(l)+A-(m(1)-£(1) modp) (mod q)
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€
- — N _ i A
< 7 +Am (mod g, X 1) with|€e]le < S

L —

m(1)£(1) e(1)

Initialize £={0,...,N}
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Obtain a mildly noisy ciphertext ¢

For each candidate value £(1) € £, do the following:

check whether /(1) := ¢(1) £(1) satisfies above form
if not, disregard candidate £(1) and update £ « £\ {£(1)}

If #£ > 1goto Step 2
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For gadget parameters B and {
bsk[i] — (NTRU(s; Bf'))osjsz_1 €e(Rq)! (1<i<n)
Var(Err(pootstrapped)) has a term of the form
Q-Uﬁsk where g = %nNIl(B2 -1)

= /0 0psk < A/2

~» Key recovery attack: secret key bits s; can be recovered using £(1)



Source code available for computer algebra system GP/Pari*
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*Available at URL http://pari.math.u-bordeaux.fr/


http://pari.math.u-bordeaux.fr/

Binary LWE keys

q N Jo
NTRU-v-um-C-11-B 230 211_g9 21564
NTRU-v-um-C-12-B 238 212_3 71814
NTRU-v-um-C-13-B 241 213_7 1968
NTRU-v-um-C-14-B 2420 2l4_3 22023

Ternary LWE keys

q N /0
T 230 211 -9 214.40
T 238 212 -3 220.46
T 242 213 -1 220.20
T 242 214 -3 220.70

[}
|
2
x
2
S
T
o
2
€
?
i
2
[
=
2
c
[¢]

NTRU-v-um-C-11-
NTRU-v-um-C-12-
NTRU-v-um-C-13-
NTRU-v-um-C-14-
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Contact and
Links

marc@zama.ai
zama.ai
Github

Community links

ZANMA


mailto:marc@zama.ai
https://zama.ai
https://github.com/zama-ai/
https://zama.ai/community

