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Abstract. The authors show that the presence of transient faults is
dangerous when encrypting messages with the RSA cryptosystem. In
particular, they show how a cryptanalyst can recover a plaintext with-
out knowing the secret parameters.

1 Introduction

Simmons pointed out in [1] that the use of a common RSA [2] modulus is
dangerous. Indeed, if the same message m is encrypted with coprime public
encryption keys e; and ey, then it can easily be recovered as follows. Let
¢y = m mod n and ¢; = m* mod n be the ciphertexts corresponding to
message m. Since ged (e, e2) = 1, there exist u, v € Z such that ue;+vey = 1.
Therefore, message m is recovered as

m = m*t? = cfc) (mod n). (1)
In the next Section, we will show that a similar technique enables to
recover a plaintext in the presence of transient faults.

2 Faulty RSA encryption

We suppose that an error occurs during the computation of the ciphertext.
More precisely, if e = !5 e;2¢ denotes the binary expansion of the public
exponent e, we suppose that the 5™ bit of e flips to its complementary value.
So, the ciphertext corresponding to message m will be é = m¢ mod n instead
of ¢ = m® mod n, where

A 6"‘2] ifej:0,
6_{6—2j ife; =1. )
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Let 6 = ged(é,e). Since § = ged(e + 27, ¢), § divides 27. This implies
0 = 1 because ¢ is odd in the RSA cryptosystem. Consequently, the message

m can be recovered from ¢ and ¢ by the common modulus attack previously
described.

3 Extension to other systems

After its introduction in 1978, the RSA cryptosystem was extended to Lucas
sequences to produce LUC [3]. It was also extended to elliptic curves by
Koyama, Maurer, Okamoto and Vanstone, the so-called KMOV cryptosys-
tem [4], and later by Demytko [5].

KMOYV is homomorphic and is therefore susceptible to the common mod-
ulus attack. LUC and the Demytko’s system apparently seem to be resistant
because their non-homomorphic nature. However, Bleichenbacher, Joye and
Quisquater [6] recently exhibited a chosen-message requiring only one mes-
sage against LUC and the Demytko’s system. So, these latter systems are
also vulnerable to the common modulus attack. For LUC and KMOV, the
encryption key e must be odd; therefore the condition ged(é, e) = 1 is always
satisfied. This is not necessarily the case for the Demytko’s system.

When several bits of the encryption exponent flip, the attack may still
apply or not depending on the value of ged(é, ). Note also that using prime
public encryption exponents is dangerous because, in that case, the attack is
always applicable.
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