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Executive summary

This is the final VAM-1 report on performance benchmarks for cryptosystems. In order
not to overlap with European project NESSIE, a special focus has been made on public-
key cryptography. The report presents detailed operation counting for basic operations in
Appendix A. These figures are then used to derive the requirements for various cryptosystems
in Chapters 1-7. Our approach presents the tremendous advantage of being independent of
the underlying hardware or compiler.
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Chapter 1

Primitives Based on Integer
Factorization

1.1 RSA primitive

The RSA cryptosystem is the first realization of a public-key cryptosystem [68]. Let x be a
security parameter and let N = pq be the product of two (large) §-bit primes p and q. Let also
a public exponent e such that ged(e, (p—1)(¢g—1)) = 1 and the corresponding private exponent
d=e ! (mod A\(N)) where A denotes Carmichael’s function (i.e., A\(N) = lem(p — 1, — 1)).

In the following analysis, we assume that we are working on a Q-bit CPU. To ease the
presentation, we suppose w.l.o.g that k can be written as k = Qk for an even integer k.

1.1.1 Plain RSA public exponentiation

The public operation consists in computing y = z° mod N where e is an ¢-bit integer. Com-
monly used values for e are e = 3, 17 or 216 + 1 (e.g., see [1]).

With the square-and-multiply algorithm, an RSA exponentiation costs roughly, for a form-
free ¢-bit exponent e

3/2€ MZN

on average, where Mz, denotes a multiplication modulo N, and only (¢ 4+ 1)Mz, when
e=204+1.

Using Montgomery representation (see Appendix A), for a (form-free) ¢-bit exponent e, the
square-and-multiply algorithm (Algorithm A.8) needs, on average, 3¢/2 Montgomery multipli-
cations (modulo N) for evaluating y = 2¢ mod N plus two more Montgomery multiplications
for the normalization and denormalization steps.

So, assuming that

C1. interleaved Montgomery multiplication is used and parameters n{, and R (= R? mod N)
are precomputed (see Algorithm A.4);

C2. Montgomery squaring is carried out with Montgomery multiplication algorithm: no
additional trick is used and so the Montgomery squaring and multiplication have the
same complexity;
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C3. exponentiation is done with the square-and-multiply algorithm (Algorithm A.8);
C4. cost of data reading/writting in various memory types is neglected;

a plain RSA public exponentiation ¢ mod N for an ¢-bit integer requires

‘ 2 4 3/o ¢ Montgomery multiplications (modulo N) ‘

on average, that is,

‘ k(2k + 1)(2 + 3/2¢) cpu multiplications . ‘

Concerning the working-memory requirements, in addition to a few CPU registers, under
Assumptions C1-C/4 and C5

C5. writing in rewritable memory (i.e., EEPROM-type memory) is not permitted;

a plain RSA public exponentiation requires

(4k: +2+ é) words of working memory .

Let MEMO, MEM1 and MEM2 be three k-word memory buffers and let TMPO be a (k + 2)-word
temporary buffer (used for Montgomery multiplication). Let also mem0 an ¢/Q-word memory
buffer for storing ¢-bit exponent e. For example, a plain RSA public exponentiation can be
obtained within the previous memory requirements as:

1. load z in MEMO, 98 = R? mod N in MEM1, and N in MEM2;
[MEMO « ; MEM1 « 9R;MEM2 « N]|

2. load e in memO;
[mem0 «— ¢]

3. normalize z with TMPO as temporary buffer and recopy the result, MONTMULT(MEMO,
MEM1, MEM2), in MEMO;
[MEMO — 7]

4. recopy the value of MEMO in MEM1;
[MEM1 — 7]

5. apply the (Montgomery) square-and-multiply loop (Algorithm A.8, Lines 2-7) with
TMPO as temporary buffer for the Montgomery multiplication;
[MEMO « z°]

6. denormalize 2¢ with TMPO as temporary buffer as MONTMULT(MEMO, 1,MEM2) and recopy
the result in MEMO;
[MEMO «— 4]
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1.1.2 Plain RSA private exponentiation

Standard mode The private operation is ¢ mod N where, by construction, the size of d is
supposed to be the same as that of N. Therefore the previous analysis applies for £ = k = Qk
and so the cost is roughly

3/, Qk Mz, .

More precisely, using Montgomery representation, under Assumptions C1-C5,

‘ 2 4 3/2 Qk Montgomery multiplications (modulo N) ‘

are required, on average, that is,

‘ k(2k 4+ 1)(2 4 3k Qk) cpu multiplications ‘

and the memory requirements become

‘ (5k + 2) words of working memory . ‘

CRT mode A more efficient way for evaluating the private exponentiation y% mod N is via
the Chinese Remainder Theorem (CRT) [66]. Knowing the factorisation of N = pq, y¢ mod N
can be obtained as

sp = y® mod p

y? mod N = 5q+ q(iq(sp — 54) mod p) with { o,
54 = y“* mod ¢

and d, = d mod (p — 1), d; = d mod (¢ — 1) and i; = ¢~ mod p.

Since by assumption [pla = |ql2 = |dpl2 = |d4l2 = £/2 = Qk/2, it follows that the
computation of z, (resp. z4) with the square-and-multiply algorithm roughly requires on
average (2 + 3/4Qk/2) Montgomery multiplications modulo p (resp. modulo ¢). Hence, as
these Montgomery multiplications deal with numbers of k/2 words, the computation of s,
and of s, costs roughly

‘ Usk(k + 1)(8 + 3Qk) cpu multiplications. ‘

In other words, neglecting the cost of the recombination, we see that the cost of the CRT
mode is approximatively a quarter of the cost of the standard mode. This is why CRT mode
is most of the time preferred to standard mode.

A detailed procedure for evaluating y? mod N using CRT is given below.

Let MEMO, MEM1, MEM2, MEM3 and mem0O be five k/2-word memory buffers and let TMPO be a
(k/2 + 2)-word temporary buffer (used for Montgomery multiplication). Then,

1. consider y = y1 R+ yo with y; < R (i € {1,2}) and R = 29%/2;

2. load y; in MEM1, R, = R? mod ¢ in MEM2, ¢ in MEM3, and d, € memO;
[MEM1 « y;;MEM2 < PR ; MEM3 « ¢;mem0 < d]

3. normalize y; with TMPO as temporary buffer, MONTMULT(MEM1, MEM2, MEM3);
[TMPO « 31 = y1 R mod ¢]
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load yp in MEM1 and compute y1 R + yp (mod ¢) in MEM1;
[MEM1 < y1 R + yo (mod q)]

. normalize it with TMPO as temporary buffer and recopy the result, MONTMULT(MEM1,

MEM2, MEM3), in MEM1 and in MEM2;
[MEM1 <« y = yR mod ¢;MEM2 « 7]

apply the (Montgomery) square-and-multiply loop (Algorithm A.8, Lines 2-7) with
TMPO as temporary buffer for the Montgomery multiplication, and get the result, s, =
54k mod ¢, in MEM1;

[MEM1 — 5]

denormalize s, with TMPO as temporary buffer as MONTMULT(MEM1, 1, MEM3) and recopy
the result in MEMO;
[MEMO « ]

repeat Steps 2-6 for the modulo p computation and get the value of s, = 5, R mod p in
MEM1:
[MEM1 < §,,; MEM3 « p]

load R, = R? mod p in MEM2 and normalize sq modulo p (that is, compute 5, :=
sqR mod p) as MONTMULT(MEMO, MEM2, MEM3) with TMPO as temporary buffer, and re-
copy the result in MEM2;

[MEM2 « 5, = s4R mod p]

compute 5, — 5, (mod p) in MEM1;
[MEM1 < §, — &, (mod p)]

load i, in MEM2, multiply it by s, — 5, as MONTMULT(MEM1, MEM2, MEM3) with TMPO as
temporary buffer, and recopy the result in MEM1;
[MEM1 «— i4(sp — S¢) mod p]

load ¢ in MEM3 and compute integer multiplication (e.g., using Algorithm A.2) of ¢ and
(i¢(sp — s4) mod p) as INTMULT(MEM3, MEM1) with MEM2 as working register;
[(MEM2,MEM3) « q - (i4(sp — S¢) mod p)]

add s, and get the result in MEMO.
[MEMO «— CRT(sp, 84) = y¢ mod N]

To sum up, again under Assumption C1’

cr.

interleaved Montgomery multiplication is used and parameters n{)p = —p~ ! mod 29,
n67q = —¢~ ! mod 2%, R, and R, are precomputed

and Assumptions C2-C5, the CRT mode of operation requires on average

‘ 7 4 3/2 Qk Montgomery multiplications (modulo p or ¢) and 1 integer multiplication

that is,

Upk[(k +1)(14 + 3Qk) + k| cPU multiplications
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and

‘ (3k + 2) words of working memory

where k denotes the number of words of modulus N.

There are of course many possible variants of the described implementation. One of these is
to make use of Barrett algorithm [15] for the normalisation steps and the CRT recombination.
The resulting implementation should be slightly faster but requires more code memory.

1.2 The need for paddings

The RSA primitive is highly malleable, which is a undesirable property for security reasons.

Needs for redundancy A simple example against the RSA primitive goes as follows.
Anybody can take the Alice’s public key (e, N), and sign the message m = r° mod N for on
her behalf: namely, s = r is the valid signature of this message m. This is called an existential
forgery.

Another example of attack on signature is the following: if Alice has made a valid signature
s of a message m, anybody can create a new couple: for a new random r, s’ = s-r mod N is
the valid signature on message m’ = m - r® mod N. This is called a chosen-message attack.

For encryption, there is a similar problem. Imagine Bob gets a ciphertext ¢ = m® mod N,
encrypted under Alice’s pubic key. Bob wants to recover the message m, without asking Alice
to decrypt ¢ directly. So, Bob creates a new ciphertext ¢ = ¢ - r° mod N, for a non-zero
random 7, and asks to Alice to decrypt ¢’. Hence Bob recovers the corresponding plaintext
message m’ = m -r mod N. As message m’ is likely meaningless, Alice will put message m/
in the garbage. If Bob has access to the garbage of Alice, he recovers plaintext message m as
m = m//r mod N. This is called a chosen-ciphertext attack.

These examples show that one needs to ensures non-malleability of the primitive: roughly
speaking, one wants to use redundancy to avoid an attacker to create ex-nihilo signatures of
messages (first example), or to create a valid signature from another one (second example),
or to create a valid ciphertext from another one (third example).

Needs for randomness For encryption, there is an additional issue. Imagine that Alice
wants to cipher to Bob whether he needs to buy or cell a firm stock. Eve wants to recover
the information, as she knows that Alice has some secret information about the firm. If she
looks at the ciphertext ¢, she can guess what was the original message (“buy” or “sell”),
by just encrypting the two values and comparing them to c. This is an attack against the
indistinguishability.

This last example shows that (encryption) paddings need to be probabilistic, that is,
contain a random of sufficient size, so that it is impossible to decide whether a ciphertext is
the encryption of a given message.

Paddings Paddings are the solution that is used to achieve both redundancy and ran-
domness, and obtain security of signature and encryption schemes, against most powerful
attackers.
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1.3 RSA-OAEP encryption scheme

OAEP (for Optimal Asymmetric Encryption Padding) is the most famous padding for en-
cryption, especially for RSA. It was proposed by Bellare and Rogaway in 1994 [16], and
proved to have the highest security level [74, 42], namely against indistinguishability under
chosen-ciphertext attacks, in the random oracle model.

RSA-OAEP is tuned with two security parameters k1 and k9. It makes use of two hash
functions G : {0,1}%2 — {0, 1}Nl2=r2=1 and H . {0, 1}NVl2=r2=1 —, {0, 1}%2. Messages being
encrypted are of size £ = |[N|y — k1 — kg — 1.

1.3.1 RSA-OAEP encryption

The set of plaintexts is M = {0, 1}6. The encryption algorithm uses a random coin r from
the set R = {0,1}"2 and outputs a ciphertext ¢. On input a plaintext m € M, it computes
s = (ml]|0") & G(r) and t = r & H(s), and finally the ciphertext ¢ = (0]|s||t)¢ mod N.

1.3.2 RSA-OAEP decryption

On input a ciphertext ¢, the decryption algorithm first computes b||s||t = ¢? mod N, where
s € {0,1}Nlz=r2=1 " ¢ 10, 1}#2 and b is a single bit. Then, it computes r = t @ H(s) and
(mllv) = s@® G(r). If v =0 and b = 0, the ciphertext is valid and message m is returned,
else | is returned indicating that the ciphertext is invalid.

Remark that ki is the parameter that tunes the redundancy while ko is the parameter
that tunes the randomness.

1.3.3 Requirements

As we can see, the padding itself is absolutely not very consuming (in terms of both memory
and speed), compared with the exponentiation itself: it basically requires two calls to hash
functions. As a result, noting that a hash evaluation can be carried out in the buffer required
for an RSA exponentiation and neglecting the time needed for a hash evaluation, the analysis
given in Section 1.1 remains valid.

1.4 RSA-PSS signature scheme

PSS (for Probabilistic Signature Scheme) is the most famous padding for signature with RSA.
It was proposed and proved to be secure in the random oracle model by Bellare and Rogaway
in 1996 [17].

RSA-PSS is tuned with two security parameters k1 and k5. It make use of three hash func-
tions F : {0,1}% — {0, 1}lInll=ri=r2=1 "G . 10 1} — {0,1}*2 and M : {0,1}* x {0,1}"*2 —
{0,1}"1. Messages being signed are of arbitrary length, contrary to the encryption case
(here, we only consider PSS with appendix and refer the reader to [17] for PSS with message
recovery)

1.4.1 RSA-PSS signing

The set of plaintexts is M = {0,1}*. The signature algorithm makes use of a random coin
r from the set R = {0,1}"2 and outputs a signature s: on a plaintext m € M. On input a
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message m, it computes u = H(m,r), v =r & G(u) and w = F(u), and finally the signature
s = (0|uljv]|w)? mod N.

1.4.2 RSA-PSS verification

To verify a signature s on a message m € {0,1}*, the verification algorithm computes
(bllulv||lw) = s®mod N, where b is a single bit, v € {0,1}** and v € {0,1}"2. Next, it
computes = v @ G(u), and accepts the signature iff u = H(m,r) and w = F(u).

As in OAEP, we remark that x; is the parameter tuning the redundancy while k5 is the
parameter tuning the randomness.

1.4.3 Requirements

Again, as for OAEP, the PSS padding is not consuming and, neglecting the calls to the hash
functions, the analysis given in Section 1.1 applies.

1.5 GQ signature scheme

The GQ signature scheme (named after its inventors Guillou and Quisquater) [49] is based
on RSA.

Let x and £ be two security parameters. Let N = pq be the product of two (large) 5-bit
primes p and ¢. Let e > 2 be a public exponent such that ged(e, (p — 1)(¢ — 1)) = 1 and
d=e ! (mod A(N)) be the corresponding private exponent. Let also J be a random element
Z3y and B be the e-th root of J~! modulo N, i.e., B=J % mod N. Finally, let G be a hash
function {0, 1}* — {0, 1}*.

The public key is (e, J, N) while the private key is B. Advantageously, modulus N and
public exponent e can be shared between users and J can represent a unique identifier for a
given user, which simplifies the management of public key infrastructure.

1.5.1 GQ signing

To sign a message m, the signer first generates a random k& € Z7% and computes r = k£° mod N.
Then, he/she computes h = G(m,r), and finally s = kB" mod N. The signature is o = (h, s).

1.5.2 GQ verification

The verification of the signature is as follows. The verifier computes ' = s¢J" mod N. Then,
if G(m,r") = h, the signature is accepted.

1.5.3 Requirements

Compared to RSA, GQ presents the advantage of only involving exponentiations with ¢-bit
exponents (typically ¢ = 160) in the signature generation. An analysis similar as the one in
Section 1.1 shows that, neglecting the call of the hash function, the generation of a signature
requires on average

‘ 4 4+ 3¢ Montgomery multiplications (modulo N) ‘
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that is,

‘ k(2k 4+ 1)(4 + 3¢) cpu multiplications ‘

and

‘ (5k + 2 4 ¢/Q) words of working memory ‘

where k denotes the number of words of modulus N.

In a recent version, Guillou and Quisquater propose a similar scheme (called GQ2), but
non-identity based, which allows to use Chinese remaindering and so gives rise to further
speed-ups and memory savings.



Chapter 2

Primitives Based on Discrete
Logarithm in a Finite Field

2.1 Reduction modulo pseudo-Mersenne numbers

A pseudo-Mersenne (PM) number m is a number of the form m = 3! — ¢, where c is a small
integer. These numbers, introduced by Crandall [32], are highly suited for modular reduction
due to their special (custom) form. They allow to employ very fast reduction techniques which
are not applicable to general numbers. The efficiency of the reduction operation modulo a
PM number m = 3¢ — ¢ is based on the relation

Gt = cmod m

which means that any occurence of 4! in an integer Z > ' can be substituted by the much
smaller “offset” c.

To give an example, let us assume that Z is the product of two integers which are smaller
than m = ' — ¢ and c is of length at most #/2 digits. Thus, the product Z has at most 2t
digits. Let us write the k-digit integer Z as Zy - 8¢ + Z;, where Zy represents the k — ¢
most significant digits and Z;, the t least significant digits of Z. The basic reduction step is
accomplished by multiplying Zz and c together and “folding” the product Zg - ¢ into Z:

Z=Zg-f'4+Zy=Zy-c+Zy (modm) .

This leads to a new expression for the residue class with a length of at most 3/2 -t digits. By
repeating this substitution a few times and performing a final subtraction of m one obtains the
fully reduced result Z mod m. An implementation of this repeated substitution is depicted
in Algorithm 1.

2.1.1 Complexity

The implementation depicted in Algorithm 1 is adapted from the iterative division algorithm
in [62] (a similar method is described in [60]). Note that Z mod 3 can be efficiently computed
by assigning the ¢ least significant digits of Z to Zr. Similarly, Zy « |Z/3!] is trivial to
compute by shifting Z ¢ digits to the right and assigning the result to Zy.

The number of loop iterations depends on the magnitude of A. It can be shown that the
loop iterates at most twice when A is of size k < 2t digits and ¢ of size [ < t/2 digits. In

11
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Algorithm 1 Reduction modulo a pseudo-Mersenne number.

Require: t-digit modulus m = 3¢ — ¢ with 3 = 2%,
[-digit positive integer ¢ for some [ < ¢,
and a k-digit operand A > m

Ensure: PMRED(A,m,c) = A mod m

1. Z+— A

2: while Z > ¢ do

3: Z5, «+— Z mod ﬁt
4: Zy — | Z/5]

5: J— Zyg-c+ 7y
6: end while

7. if Z > m then

8: J—Z—m

9: end if

10: return 7Z

each iteration one multiplication by c is required. Assuming the above restrictions on k£ and [,
the first iteration of the loop requires at most ¢ - I cPU multiplications, when schoolbook-
multiplication is used (what is reasonable, since ¢ usually consists of very few digits) to
compute Zy - c. In the second iteration at most (> cPU multiplications are required, since the
product Z resulting from the previous iteration of the loop is of size at most t+1 digits. Hence,
the reduction PMRED(A, m,c) of a 2t-digit integer A modulo a ¢-digit pseudo-Mersenne
number m = ¢ — ¢, where c is of size | < t/2 digits, requires at most

(t-1+1?) cpu multiplications .

Thus, if we assume that c is a single-precision integer (i.e., [ = 1), as proposed by Crandall [32],
applying a reduction modulo m costs at most

‘ (t + 1) cpu multiplications . ‘

Larger values of the operand A may require additional iterations. In general, any iteration
of the loop decreases the length of Z by ¢ — [ digits. However, it is reasonable to restrict
our consideration to a 2t-digit operand A, since usually we apply this reduction after each
multiplication or addition of two numbers which are smaller than m.

2.1.2 Memory

Let A be a k-digit integer. Then we need k words of memory for the variable Z, ¢ words for
Z1, and k —t words for Zg. Neglecting the memory needed to store A, m and ¢ the reduction
PMRED(A,m,c) of a k-digit integer A modulo a ¢-digit pseudo-Mersenne number m = 3¢ — ¢
requires

‘ (2k) words of working memory .

2.1.3 Analysis of the algorithms

The most time consuming instructions used to implement modular multiplication operations
are multiplication and addition In Table 2.1, we tabulate the numbers of these instructions
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Table 2.1: Comparison of instructions for Montgomery multiplication algorithms.

Algorithm # MUL # ADD
Mont. multiplication (CIOS method) 2k? + 2k 4k? + 6k + 2
KCM multiplication 4+E+X, 28244k +1+ X,
Mult. mod. PM (Karat., logzc < 1) 32+ k41 452 + 2k + 2

needed to implement CIOS and KCM methods for modular multiplication and squaring op-
erations (cf. Appendix A.2).

2.2 Modular exponentiation

The plain square & multiply method is described in Algorithm A.7 (in appendix). Algo-
rithm A.8 depicts the same algorithm for the use with Montgomery residues. In the worst
case, both algorithms require [ squarings and [ multiplications. On average, [/2 multiplica-
tions are required.

2.2.1 Fixed window method

The fixed window method is also referred to as k-ary exponentiation algorithm. Different
from the plain square & multiply algorithm, Algorithm 2 processes one operand in chunnks
of w bits.

Algorithm 2 Fixed window method.
Require: N,z < N and e = Z?;é ej (2¥) where ¢; € {0,1,...,2% — 1} and ey = 1
Ensure: y = 2° mod N

Precomputation:
1: g« 1
2: for j=1to (2¥ —1) do
3: T+ xj—1 - mod N
4: end for

Main algorithm:
5 A« 1
6: for j = ¢ down to 0 do
7. A« A mod N
8: A« A-xe; mod N
9: end for

10: return A

2.2.2 Variable window method

The variable window method (Algorithm 3) is also known as sliding-window method and
reduces the amount of precomputations as well as the average number of multiplications
compared to Algorithm 2.
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Algorithm 3 Variable window method.

Require: N,z < N, an integer w > 1, and
e= Z?;é e;j 27 where e¢; € {0,1} and ey = 1

Ensure: y = 2° mod N
Precomputation:
r1 <— T
for j =1to (2¥~! 1) do

.I‘2j+1 — I‘Qj_l L) mod N
end for
Main algorithm:
A—1,5«¢
while j > 0 do

if e; = 0 then

A— A% j—j—1
else

j—m+1<w
10: (ej # 0), find longest bitstring eje;_1 ... ey, such that {‘] 1+ -
Em =
and compute A «— A2 “ejei roems J =M —1
11: end if
12: end while

13: return A

The sliding window exponentiation algorithm is potentially very fast. It is very difficult to
convey an accurate idea about the complexity of this algorithm. [69] provides a good overview
of the complexity of this algorithm.

2.2.3 Comparison of exponentiation algorithms

Table 2.2 lists the number of required modular multiplications (including squarings) for the
most important exponentiation methods displayed in Algorithms A.8, 2, and 3.

Table 2.2: Comparison of instructions for modular exponentiation algorithms

Algorithm Precomputation Exponentiation (avg.)
A8 0 30
2 w1 &L (w+1-27) 41— 2~ (=) medw)
3 qu-1 vl Lo w

2.3 Primitives over prime fields

2.3.1 Diffie-Hellman key agreement

The Diffie-Hellman key agreement (a.k.a. Diffie-Hellman key exchange) is used for unauthenti-
cated key agreement [34]. Several variations of unauthenticated Diffie-Hellman key agreement,
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providing shared symmetric keys for subsequent cryptographic use are standardized in ANSI
X9.42 [2]. We consider the basic protocol which provides protection from eavesdroppers, but
not from active adversaries capable of intercepting, modifying, or injecting messages.

The global setup consists of an appropriate prime p and an element o € Z, of order g,
where g | (p — 1) is an ¢-bit integer. Two parties, A and B, can then construct a common
secret key K as follows. Party A chooses a random secret z (1 < z < ¢ — 1), computes
K, = o® (mod p), and sends it to B. Likewise, B chooses a random secret y (1 <y < ¢—1),
computes K, = o (mod p), and sends it to A. Parties A and B can then form the secret K
from their respective secrets as K = (K,)* (mod p) and K = (K,)¥ (mod p.

The cost for a Diffie-Hellman key exchange is

‘ 2 modular exponentiations per party (¢-bit exponent) . ‘

If the value of o (resp. a¥) is precomputed, the protocol reduces to 1 modular exponentiation
per party (¢-bit exponent).

With z, y being an ¢-bit exponent, the computational complexity is similar to a plain RSA
exponentiation (no CRT, no short exponents, cf. Section 1.1). Depending on the exponen-
tiation algorithm and the multiplication algorithm, the overall complexity can be computed
with Tables 2.2 and 2.1.

2.3.2 ElGamal public-key encryption

The ElGamal encryption scheme [37] can be considered as extension of the Diffie-Hellman
key exchange. Prior to encryption, each party has to create a matching pair of public key and
private key. To set up the system, Alice generates a large prime p and an element o € F) of
order g, where ¢ is an ¢-bit integer. Alice then randomly chooses a € [1,q — 1] and computes
y = a® (mod p). Alice’s public key is {p, @,y = a®} while her private is a.

If now Bob wants to send a message to Alice, he first obtain Alice’s public key {p, o, y}
and represent the message as an integer m € [0,p — 1]. Next, Bob computes v = a® (mod p)
and § = m - y* (mod p). The ciphertext is the pair ¢ = (v, 6).

Upon receiving ciphertext ¢ = (,6), Alice can recover the corresponding plaintext using
her private key as m =~7%- 4§ (mod p).

The ElGamal encryption requires

‘ 2 modular exponentiations (¢-bit exponent) ‘

for the computation of o mod p and y* mod p. Depending on the exponentiation algorithm

and the multiplication algorithm, the overall complexity can be computed with Tables 2.2

and 2.1. These exponentiations can be sped up by selecting random exponents having low

Hamming weights. Remark that the ciphertext is twice as long as the corresponding plaintext.
The ElGamal decryption requires

1 modular exponentiation (¢-bit exponent) ‘

for the computation of v~% = ~47% (mod p).
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2.3.3 Digital signature algorithm (DSA)

The digital signature algorithm (DSA) was proposed by NIST in 1991 and has been standard-
ized in the digital signature standard (DSS) in FIPS 186 [4]. The generation of the public
and private key is similar to the one described in § 2.3.2 (see also [60, Algorithm 11.54]). The
signature generation and verification goes as follows.

DSA signing To sign a message m, Alice does the following.

a) Select a random (secret) integer k,1 < k < g — 1;
b) Compute r = (o mod p) mod g;

d

e) Alice’s signature on m is the pair (r,s).

)

¢) Compute k~! mod g;
) Compute s = k~![H(m) + a - ] mod g;
)

DSA verification The signature can be verified as follows.

a) Obtain Alice’s public key {p, ¢, a, y};
b) Verify that 0 < r, s < g and if not, reject the signature;
¢) Compute w = s~! mod ¢ and H(m);
d) Compute u; = w - H(m) mod ¢ and ug = r - w mod g¢;
e) Compute v = (a*'y"? mod p) mod ¢;

)

f) Accept the signature iff v = r.

Related to FIPS 186, the size of ¢ is fixed at 160 bits. However, the 160-bit operations
are relatively minor compared to the exponentiation but DSA has the advantage, that this
exponentiation can be precomputed.

The computational expensive part for the signature generation is

2 modular exponentiations (160-bit exponent), one modulo p and one modulo ¢ .




Chapter 3

Primitives Based on Cyclotomic
Subgroups

3.1 XTR primitive

In common with CEILIDH (cf. Section 3.2), XTR [57] (see also [77]) is based on the cyclotomic
subgroup G, 6. Let g be a generator for this subgroup. In XTR elements of (g) are represented
by their trace over F 2

2 4
Tre /e ,(9) =9 +9" +9" €Fp,

and hence need only two elements of I, to specify. The set of traces constitute the XTR
‘group’. Clearly,

2 4
Trp o /r (9) = Trr o/F (") = Trr o/F (g"),
and so given an element in the XTR group one can not distinguish between g and its conjugates
2 4 . . . . .
g and g . Hence decompression to Fpe is not unique, though this can easily be resolved.
The analogue of the DLP is to compute n given TrIFp6 /F 2 (9) and TrIFp6 /F 2 (g™). One can
convert this to an ordinary DLP by mapping both back to IE“;6 by finding the correct root of

2 4
X% = Trg gy, (9) X% + Tre g m , (9)PX — 1= (X = g)(X = g")(X —g"),

and similarly for TrIFp6 /2 (g™).

The real benefit of the XTR representation is the ease with which arithmetic can be
performed. Let ¢, = TrIFp6 /F 2 (¢"). To compute ¢, given ¢, one uses some properties of
third order addition chains over F,2 applied to the recurrence

Cyt+v = CyCy — Czcu—v +cy—2v -

As a consequence, exponentiations can be performed faster than with an optimal represen-
tation of 6 [78, 79]. The main drawback of XTR is that one cannot perform straightforward
multiplication since the set of traces is not a group. By keeping track of the correct conjugate
however, this can be accomplished. Rather than being based on the torus T, XTR may be
viewed algebraically as a quotient of Ty by an action of the symmetric group Ss [70]. What
makes XTR possible is that the trace map from this quotient variety to F,2 provides an ex-
plicit rational parameterisation. For various algorithmic improvements and implementation

17
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tricks for XTR we refer the reader to [78]. Examining the results of Stam [77], we find that
an XTR exponentiation by the ¢-bit exponent N using the standard, binary algorithm costs
roughly

8¢ Mg,

where Mg, denote a multiplication in F,, while using the Euclidean algorithm this is reduced
to

~ 6.62¢( M, .

3.2 CEILIDH primitive

Much of this section is a slightly abridged version of the original description of CEILIDH [70].
We point out that the construction given there for the rationality of Ty also provides an
explicit rational parametrisation for the torus 75 en passant.

Fix x € Fj2 \ Fp, so Fj2 = Fp(x), and let {a1,a2,a3} be a basis for s over ;. Then
{a1,a2,a3, 701, 20, 73} is a basis for Fe over ). Let o € Gal(F,6/F,) be the element of
order two. Define ¢y : A(F,) < F6 by

v+

Yo (ur,ug,u3) = Tt o)

where v = ujay + ugag + ugas. Then NIFP6/IFP3 (o(u)) = 1 for every u = (uj,ug,us). Let
U={uecA?: NFpG/FpQ (¢o(u)) = 1}. Then, ¢o(u) € T5(F,) if and only if u € U, so
restricting ¥g to U gives a morphism ¢y : U — Tg. It follows from Hilbert’s Theorem 90
that every element of T(F,) \ {1} is in the image of 1y, and so ¢y defines an isomorphism

Yo U "= T\ {1} .

The equation defining U is a quadratic hypersurface in uj, ug, ug. Fix a point a = (a1, a2, a3) €
U(F,). By adjusting the basis {a1,az2,a3} of Fpe if necessary, one can assume without loss
of generality that the tangent plane at a to the surface U is just the plane uy = a;. If
(vi,v2) € Fp, x Fp,, then the intersection of U with the line a + ¢(1,v1,v2) consists of two
points, namely a and a point of the form a + m(l,vl,vg) where f(vy,v2) € Fplvr,v9] is
an explicit polynomial independent of p. The map that takes (v1,vs) to the latter point is a
birational isomorphism

g: A\V(f) == U\ {a}
where V(f) denotes the subvariety of A? defined by f(vy,v2) = 0. Thus g o g defines an
isomorphism
b AP\ V(f) = Ts \ {1,v0(a)} .
For the inverse isomorphism, suppose that 8 = 31+8ex € T5(IF,)\{1,¢0(a)} with 31, B2 € F 3.

One can check that 8y # 0, and if v = (1 4 (31)/B2, then v/o(vy) = 8. Write (1 + 51)/f2 =
uro + ugag + ugaz with u; € Fp, and define

- (222 =)

ul—al’ul—al
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Table 3.1: Costs for CEILIDH arithmetic operations.

Operation Cost
Multiply 18Mp, + 53AF,
Square 6Mp, + 21Ar,
Inverse 2Ar,

Frobenius 1A]Fp

Then p : Ts(Fp) \ {1,%0(a)} — A%(F,) \ V(f) is the inverse isomorphism of v, and hence
we have an efficient compression and decompression mechanism for all (bar two) elements of
Ts(Fp).

Using the results of Granger et al. [47] which yield the arithmetic costs shown in Table 3.1,
we find that a CEILIDH exponentiation by the ¢-bit exponent N using a Joint Sparse Form
(JSF) [76] representation costs roughly

£ (6Mp, +21Ag,) + £ - (18My, + 53Ag, )

where Mg, and Ap, respectively denote a multiplication and an addition in Fp.



20

ECRYPT — European NoE in Cryptology



Chapter 4

Primitives Based on Pairings

4.1 Pairing evaluation

Let E be an elliptic curve over a finite field F,, and let O denote the identity element of the
associated group of rational points E(IF,). We include a table of suitable supersingular curve
parameterisations in Table 4.1. For a positive integer | | #E(F,) coprime to g, let F,x be the
smallest extension field of F, which contains the I-th roots of unity in F,. Also, let E(F,)]l]
denote the subgroup of E(IF,) of all points of order dividing {, and similarly for the degree k
extension of ;. To unify the notation used in most protocols, we use two groups G and Go.
The group G; will always be a subgroup of an elliptic curve group, whereas the group Gy is
a subgroup of the multiplicative group of a finite field.

For the benchmarks of pairing evaluation, we use the notation described in Appendix B.2.

Table 4.1: Parameters for pairing evaluation in different characteristics.

Name Condition Curve Order k

Characteristic 2

Type-A g = =1 (mod 8) vVry=23+x 2941+ f 4
Type-B q # +1 (mod 8) v+y=23+z 294+ 1+4g 4
Type-C ¢ = +1 (mod 8) Vry=a34+x+1  2041-—f 4
Type-D q # +1 (mod 8) V+y=234+z+1 214+1—g 4
Characteristic 3
Type-A g ==+1 (mod 12) v =a>—z+1 3+ 1+ f 6
Type-B g # +1 (mod 12) =2 —x+1 3M4+1+yg 6
Type-C g ==+1 (mod 12) v =at4+z—-1 3+1—f 6
Type-D g # +1 (mod 12) =23 +2 -1 34+1—g 6
Characteristic p
Type-A yP=a23+1 p+1 2
Type-B =23+ p+1 2

21
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4.1.1 BKLS algorithm

From an efficiency perspective, k is usually chosen to be even [14]. For a thorough treatment
of the following, we refer the reader to [14] and also [43], and to [75] for an introduction to
divisors.

The reduced Tate pairing of order [ is the map

e1: BEQ x BE )l — e/ (B

given by €;(P,Q) = fpi(D). Here fp; is a function on E whose divisor is equivalent to
[(P)—1(0), D is a divisor equivalent to (Q)) — (O), whose support is disjoint from the support
of fpy, and fp(D) =11, fri(FP;)®*, where D = . a,;P;. It satisfies the following properties:

e For each P # O there exists @ € E(F)[l] such that ¢/(P,Q) # 1 € sz/(F;k)l (non-
degeneracy).

e For any integer n, ¢/([n]P,Q) = ¢;(P, [n]Q) = e/ (P,Q)" for all P € E(F,)[l] and Q €
E(F)[l]  (bilinearity).

e Let L = hl. Then ¢;(P, Q)" D/t = ¢ (P, Q)" D/
e [t is efficiently computable.

The non-degeneracy condition requires that ¢ is not a multiple of P, i.e., that () is in some
order | subgroup of E(F,) disjoint from E(F,)[l]. When one computes fp;(D), the value
obtained belongs to the quotient group F;k / (F;k)l, and not F;k. In this quotient, for ¢ and b

in F*,, a ~ b if and only if there exists ¢ € F*, such that a = b¢!. Clearly, this is equivalent to
q q

a~b if and only if (@~ D/t =p@*~D/1

and hence one ordinarily uses this value as the canonical representative of each coset. The iso-
morphism between F;k / (sz)l and the elements of order [ in sz given by this exponentiation
makes it possible to compute fp;(Q) rather than fp;(D).

The BKLS algorithm [14] takes advantage of this fact to evaluate the pairing using Miller’s
algorithm but without the costly denominators. Using this algorithm, we operate on tuples
we call T-points such that (P, ). We then define addition of these objects

(P3,7) = (P1,a) + (P, 8)

using Algorithm 4. Note that this is essentially normal point addition with some auxiliary
operations to compute v and that a method for tripling T-points follows directly from the
above. In characteristic three we use tripling rather than doubling as the efficiency of cubing
in F, allows a particularly concise point tripling formula; in other characteristics doubling
would obviously be more appropriate. Also note as mentioned above, we can ignore the
division by V (zp,,yp,) which vastly accelerates evaluation.

Once we have the requisite tripling and addition methods as constructed for T-points, to
compute the pairing we simply perform the equivalent of a point multiplication of P using
these methods in place of conventional ECC point arithmetic and the curve order as the
multiplier. At the end of this multiplication, we will have calculated (O,~) such that when
we power v by (¢¥ — 1)/l we have the result we want.
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Algorithm 4 An algorithm for adding T-points within BKLS evaluation.
Require: T-point P; = (P, «), point Py = (P, 3)
Ensure: T-point P3 = (P3,7v) = P1 + Ps
P3P+ P
let L(X,Y) = 0 denote the line through P; and P
if P; # O then
let V(X,Y) = 0 denote the line through Ps; and O
else
let V(X,Y) =1 denote the line through Ps; and O

end if
a'ﬁ'L(mP:57yP:5)
V(zpy,ypy)
return (Ps,7)

Characteristic 2

For curves over the field Fom, i.e., ¢ = 2™, we use the parameterisations described in Table 4.1,
using h to denote the co-factor of the curve and where

g= _2(m+1)/2 )

Note that each curve is one one two types based on the value of m mod 8. The order of the
curve is of the form
N=1l-h=2"+1+2mH/2

Using these parameters, the BKLS algorithm performs

mTD + 2TA

to compute the pairing with costs of TD and TA described in Table 4.2. The final powering
is by the exponent

(2" — 1)/N = (22" - 1)(2" + 1 F 20mTD/2)

Given this special form, we can power the BKLS output to give the final pairing value with
operations whose cost is again detailed in Table 4.2.

Characteristic 3

For curves over the field Fgm, i.e., ¢ = 3™, we use the parameterisations described in Table 4.1,
using h to denote the co-factor of the curve and where

= 3min/2
g= _3(m+1)/2 )

Note that each curve is one one two types based on the value of m mod 12. The order of
the curve is of the form
N=1-h=3"4+1+3m/2
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Table 4.2: Costs for BKLS pairing evaluation in characteristic 2.

T-point double (TD) T-point add (TA) Powering
Type-A
Type-D (4-Ar,) + (7-Ar,) + (3- MFqk) +
(1-Mg,) + (3-Mp,) + (3m - Sg ) +
(4-Sr,) + (1-Sr,) + (11 )
(1-Ar )+ (1-1r,) + !
(1-Mg )+ (1-Ap )+
(1'SIFqk)+ (Q'MIFqk)—i-
(1-Ar,F ) + (1-Ar,F ) +
(1- MFq,Fqk) (1- MFq,quk)
Type-B
Type-C (4 AIFq) + (7 AIFq) + 3- MFqk) +
(1-Mg,) + (3-Mg,) + (3m-Sr,) +
(4-Sr,) + (1-Sg,) + 21,
(1-Ar,) + (1-1Ig,) +
(1'MFqk)+ (1‘A]Fqk)+
(1‘S]Fqk)+ (2'M]Fqk)+
(1-Ag,F, ) + (1-Ar,F ) +
(1-Mg,r,) (1-Mr,F )

Using these parameters, the BKLS algorithm performs

mTT 4 2TA

to compute the pairing with costs of TT and TA described in Table 4.3. The final powering
is by the exponent

(3™ —1)/N = (3™ +1) - (3% — 1)(3™ + 1 5 3(mTD/2)

Given this special form, we can power the BKLS output to give the final pairing value with
operations whose cost is again detailed in Table 4.3.

Characteristic p

For curves over the field F,, i.e., ¢ = p, we use the parameterisations described in Table 4.1,
using h to denote the co-factor of the curve. The order of the subgroup is therefore of the
form

N={p+1)/h.
Using these parameters, the BKLS algorithm performs roughly

N
(N —1)TD + 2 7A
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Table 4.3: Costs for BKLS pairing evaluation in characteristic 3.

T-point triple (TT) T-point add (TA) Powering
Type-A
Type-D (2-Ar,) + (7-Ap,) + (4-Mg )+
(1-Sk,) + (2-Mp,) + (5m-Cr ) +
(4-Cp,) + (1-Sg,) + (1-1g,)
(1- N]Fq) + (1- C]Fq) +
(1-As, )+ (1-1g,) +
(1-Mg )+ (2-Np,) +
(1-Cr ) + (1-Ar )+
(1 Ar,r )+ (2-Mr ) +
(1-Mg,p,) (1-Ar,F ) +
' (1-Mg,F )
Type-B
Type-C (2-Af,) + (7-Ar,) + (4-Mg )+
(1Se,) + (2 Ms)+  (5meCe,)+
(4 . C[Fq) + (1 S]Fq) + (2 . I]Fqk)
(1 . N[Fq) + (1 C[Fq) +
(1-As,) + (1-1g,) +
(1-Mg )+ (2-Ng,) +
(1-Cr,) + (1-Ap )+
(1-Ar,r ) + (2-Mr,) +
(1-Mg,F ,) (1-Ar,F ) +
q (1- Mg, F )

to compute the pairing with costs of TD and TA described in Table 4.4. Clearly sparse values
of N are preferable in order to reduce this cost. The final powering is by the exponent

P -1)/g=h-(p-1) .

Given this special form, we can power the BKLS output to give the final pairing value with
operations whose cost is again detailed in Table 4.4 (on page 27).

4.1.2 Duursma-Lee and Kwon algorithms

Duursma and Lee introduced their algorithm [36] in the context of pairings on a family of
supersingular hyperelliptic curves but can also be applied in the elliptic curve case. The
performance of their method was improved upon by Kwon [54] who also provided similar
algorithms for other base field characteristics. The Duursma-Lee and Kwon methods are
detailed in Algorithms 5 and 6 respectively.
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Algorithm 5 The Duursma-Lee algorithm.
Require: point P = (z1,1), point Q = (x2,y2)
Ensure: fp(6(Q)) € F%y/F,

1. f«1

2: for i =1 tom do
3: X1 a:i{’
y1 — yi
Ty +T2+0b
A — —yiypo — p?
g—A—pp—p?
f—1Ff-y
o < 1‘;/3

/3

1
10: Y2 < Yy
11: end for
12: return f

Algorithm 6 The Kwon algorithm.
Require: point P = (z1,1), point Q = (x2,y2)
Ensure: fp(¢(Q)) € i /F7
1 f«1
Tro < .I‘%
Y2 — U3
d <+ mb
for i = 1 upto m do
Tl < l‘?
Y1 — 4y
B 1x1+T2+d
A y1yao — i
g—A—pp—p’
fe1fg
Y2 <~ —Y2
13: d—d-b
14: end for
15: return f

—_ =
» 2
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Table 4.4: Costs for BKLS pairing evaluation in characteristic p.

T-point double (TD) T-point add (TA) Powering

Type-A (9-Ap,) + (7-Ag,) + (2- M]Fqk) +
(3-Mp,) + (3-Mp,) + (3-Sk ) +
(2-Sg,) + (1-Sp,) + (21 )

(1-1g,) + (L-1g,) +
(2-Np,) + (2-Np,) +
(1-Ar,)+ (1-Ar,) +
(2-Mg )+ (3-Mg )+
(1-Sp )+ (2-Ar,F ) +
(1-As,r ) + (1- Mg, )
(1-Ms,x,)

Type-B (8-Ar,) + (7-Ar,) + (1-Mg,,) +
(3-Mp,) + (3-Mp,) + (3-Sr )+
(2-Sr,) + (1-Sr,) + (11 ,)

(1-1r,) + (1-1r,) +
(2-Ng,) + (2-Ng,) +
(1-Ar )+ (1-Ar )+
(1-Mg,)+ (2-Mg )+
(1-Sp )+ (1-Ar,F )+

(1-Ap,F )+ (1-Mg,F,)
(1-Mg,x,)

Let ¢ = 3” and E(F,) : Y2 = X3 — X + b, with b = +1, and let P = (z1,y1) and
Q = (22,y2) be points of order I. Let F s = Fq[p]/(p® — p—b), with b = 1 depending on the
curve equation, and let Fjo = F3[0]/(c® + 1). Then the modified Tate pairing on E is the
mapping fp(¢(Q)) where ¢ : E(F;) — E(F) is the distortion map ¢(x2,y2) = (p — 2, 0y2).
The method for computing this is shown in Figure 5, noting that the final result is powered
by ¢* — 1 to form a compatible result with the BLKS method.

Characteristic 3

The costs of applying the Duursma-Lee or Kwon algorithm and associated final powering are
described in Table 4.5. In terms of actual cost however, several arithmetic optimisations are
possible that mainly effect the multiplication in FF x which is the dominant cost.

Note that the result of both algorithms is raised to the power 37 — 1. This special form
clearly offers a more efficient method of powering than a standard exponentiation algorithm
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Table 4.5: Costs for Duursma-Lee and Kwon pairing evaluation in characteristic 3.

Duursma-Lee Kwon Powering
Type-A
Type-D (4p - Ar,) + (5p - Ag,) + (8- Ap,) +
(p-Mr,) + (p-Mg,)+  (2-Ng,) +
(p-Sr,) + (p-Sk,)+  (1-Mg,)+
(2p-Cp,)+ (6p+2)-Cp)+  (1-1p,)
((2p—2)- Rr,) + (p- Mg, )+
(p- Mg ) (- Cr )

since over the field defined by 6% + 6 + 2 if

5

Y= Z a; 0’
=0
then
5
=> b0’
=0
where
bozao—a1+a2—a4—a5
b1 — —aj1 — as
b2 — —aj1 —as

bs = a1 —as + as

b4:—a1+a2—a3—a4—a5

|05 = a5

The reader is referred to [13] for the latest techniques in pairing evaluation.

4.2 Pairing based schemes

When evaluating the cost of pairing based schemes, we use the notation detailed in Ap-
pendix B.2. We mark those operations without pre-computation using —PC' and those with
pre-computation using +PC'. In both cases, the operation costs are constructed as a sum of
high level primitives which can be further decomposed to obtain some more meaningful value
that depends on the implementation of each primitive.

e Since pairings are used in such a diverse way, benchmarking all schemes is infeasible.
Therefore, we concentrate on those core schemes that are deeded useful in an operational
context: we refer to [35] for a wider survey.

e Related to the above, our focus is on fairly general pairing forms, i.e. a map G; x G; —
Go rather than the more specific forms afforded by MNT curves [61, 73] which result in
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the map G; x Go — Gp. Clearly this is not ideal but is vital to limit ourselves to an
achievable remit.

We ignore the cost of computing the distortion map ® in the BKLS method since this
inconsequential in comparison to the rest of the operation.

Although the possibility for using multi-exponentiation techniques does occur in a few
situations, since it is uncommon and in order to present a simpler result, we do not
consider it in the cost analysis. In a similar manner, we do not consider techniques like
delayed reduction that could reduce the costs of some operations.

We ignore low cost operations like application of XOR and symmetric encryption prim-
itives.

Although we include several hash functions in the analysis, the diverse nature of some
protocols demands hashes with many different signatures. We only consider the most
important of these, aggregating the rest in a single, generic hash class.

4.2.1 Encryption
Identity based encryption (IBE) from the Weil pairing [22]

Encrypt —PC Hz, +2-Eg, +P
Encrypt +PC Hz, + Eg, + Eg,
Decrypt —-PC Hz, + P

Decrypt +PC N/A

If the sender often encryptions data for a given recipient, he can perform pre-computation
by calculating and storing the pairing value for each such public key. Also note the trade
of Eg, when pre-computation is used against Eg, when it is not since Eg, will generally be

cheaper.

Efficient selective-ID secure IBE without random oracles [20]

Encrypt —PC Mz, +4-Eg, + Ag, + Mg, +P
Encrypt +PC qu +3- EGl + A(Gl + EG2 + MG2
Decrypt —-PC Eg, +Ag, + Mg, + g, +P

Decrypt +PC N/A

Note that the pre-computation is free of conditions: the user either calculates the pairing
result, stores it and uses Eg, or saves some space but pays the cost of computing the pairing

and Eg,.

4.2.2 Signatures
Short signatures from the Weil pairing [24]

Sign —PC HGl + EGl
Sign +PC N/A
Verify —-PC Hg, +2-P

Verify +PC N/A
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Aggregate and verifiably encrypted signatures from bilinear maps [23]

Sign —-PC n-Hg, +n - Eg,
Sign +PC N/A

Aggregate —-PC (n—1) - Mg,
Aggregate +PC N/A

Verify —-PC n-Hg, +(n+1)-P
Verify +PC N/A

Note that we are dealing with the aggregation of n BLS [24] signatures by different users
into one signatures: we note the cost of the BLS signing separately in our total. Also note
that we mix-notation here a little with regard to Gy, Gy and G to fit the scheme into our
cost model.

Short signatures without random oracles [21]

Sign —PC Mz, +2- Az, + 1z, + Eg,
Sign +PC N/A
Verify —PC 2'EG1—|—2'AG1—|—2'P

Verify  +PC 2. Eg, +2-Ag, + P

Note that the pre-computation here is without conditions: the verifier can either calculate
and store a pairing value or save some space but calculate it online.

Efficient identity based signature schemes based on pairings [50]

Sign -pPC Hz, + 2 Eg, +Ag, +P
Sign +PC HZq +2-Eg, +Ag, + Eg,
Verify —PC Hz, + NG, + Eg, + Mg, +2-P

Verify +PC qu + EG2 + MG2 +P
If the verifier often receives signed data from a given signer, he can perform precomputa-
tion by calculating and storing a pairing value for each such public key.
4.2.3 Signcryption

Note that with all these schemes, the high cost in terms of the number of online pairing
evaluations that are required makes them unattractive in the sense that performing separate
encryption and signing operations is less expensive.

Identity-based signcryption [59]

Signcrypt —pPC Hg, +2-H+3-Eg, +Ag, +P
Signcrypt +PC N/A
Unsigncrypt —PC Hg, +2-H+Eg, +4-P

Unsigncrypt +PC N/A
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New identity based signcryption schemes from pairings [58]

Signcrypt
Signcrypt
Unsigncrypt
Unsigncrypt

—PC
+PC
—PC
+PC

Hg, +2-H+2-Eg, + Ng, + Eg, +2-P
N/A

Hg, +2-H+2-Eg,+4-P

N/A
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Chapter 5

Primitives Based on
(Hyper-)Elliptic Curves

Public key cryptography based on curves over finite fields has gained a lot of interest over the
years, in particular since there is no subexponential algorithm known for solving the discrete
logarithm problem in the Jacobian of the curve. As a consequence the key size can be chosen
much smaller than in systems based on the DL in finite fields or on RSA. For suggested
numbers we refer to the ECRYPT report on key sizes and algorithms [3].

In the following we first present benchmarks for elliptic curves and then consider the
generalization to hyperelliptic curves.

5.1 Elliptic curve cryptography

ECC (Elliptic Curve Cryptography) relies on a group structure induced on an elliptic curve.
A set of points on an elliptic curve (with one special point added, the so-called point at
infinity O) together with a point addition as a binary operation has the structure of an
abelian group.

The point or scalar multiplication is the basic operation for cryptographic protocols and
it is easily performed via repeated group operations. One can visualize these operations in
a hierarchical structure as shown in Fig. 5.1. Point multiplication is at the top level. At
the next (lower) level are the point operations, which are closely related to the coordinates
used to represent the points. The lowest level consists of finite field operations such as
addition, subtraction, multiplication and inversion required to perform the group operations.
Typically used fields are either of odd characteristic (i.e., F) where p is a “large” prime or
of characteristic 2 (i.e., Fan). In Figure 5.1, a binary field is denoted with GF(2").

5.1.1 Point multiplication

Point multiplication is a special case of the general problem of exponentiation in abelian
groups. As such, it benefits from all the techniques available for the shortest addition chain
problem. Certain properties of elliptic curve can be taken into account to obtain faster
algorithms. These properties are as follows:

1. Elliptic curve subtraction has the same cost as addition, so the search space for fast
algorithms can be expanded to include shortest addition-subtraction chains and signed
representations [18].
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point multiplication

point doubling point addition

GF(2Y inversion GF(2') multiplication GF(2Y addition

Figure 5.1: Scheme of the hierarchy for ECC operations.

2. The relative complexities of general point addition and doubling have to be considered.

3. For certain families of elliptic curves, specific shortcuts are available that can signifi-
cantly reduce the computational cost.

The easiest way to calculate the point or scalar multiplication is by means of the basic
double-and-add algorithm [60].

Algorithm 7 Elliptic curve point multiplication.
Require: EC point P = (z,y) and scalar k = (k,—1,kn—2,...,ko)2 with k,—1 =1
Ensure: Q = (2/,y') = kP

1: QP
2: for i =n — 2 downto 0 do
3 Q—2Q
4 if k;, =1 then
5: Q—Q+P
6
7
8

end if
. end for
: return @

The expected number of ones in the binary representation of k is n/2, hence the expected
number of point additions and doublings, namely, A and D, respectively is:

| h(n—1)A+(n-1)D. |

Another option for point multiplication is the addition-subtraction method (Algorithm 8)
(see e.g. [18]). It takes advantage of the fact that subtraction has the same cost as addition
in elliptic curve additive group. In this case the expected computation cost is:

| s(n—1)A+(n-1)D. |

5.1.2 Elliptic curves over [,

An elliptic curve, defined over the field [, is the set of solutions (z,y) € F, x F, to an
equation of the form:
Y =a"+ax+b (5.1)

where a,b € F,, with 4a® + 27b% # 0 (mod p).
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Algorithm 8 Left to right NAF for ECC scalar multiplication.
Require: EC point P = (z,y) and
scalar k in NAF form k = (k,—1,kn—2,...,ko) with k; € {—1,0,1}, k,—1 =1
(NAF means that k; - k11 = 0)
Ensure: R = (2/,y') = kP
1: R~ P
2: for ¢ = n — 2 downto do
3 R~ 2R
4 if k; # 0 then
5: R— R+ kP
6
7
8

end if
. end for
: return R

When F is a curve defined as above, the inverse of the point P = (z1,y1) is —P =
(x1,—y1). The sum P+ @ of the points P = (x1,y1) and Q = (z2,y2) (assume that P,Q # O,
and P # £Q) is the point R = (x3,y3) where:

A\ = 270
xro—x1 '’
T3 = )\2 — T1 — T2, (52)

y3 = (z1 —x3)A —y1 .

For P = (@, we get the following “doubling” formula:

3z2+a
A= 221 ’
3= A2 — 2z, (5.3)

ys = (1 —x3)\ — Y1 -

The point at infinity O plays a role analogous to that of the number 0 in ordinary addition.
Thus, P+ O = P and P+ (—P) = O for all points P.

The total costs for general addition in affine coordinates is

I]Fp + 3MFP

and for doubling

I]Fp + 4MFP .

There are many types of coordinates in which an elliptic curve may be represented. In
Eq. (5.1) affine coordinates are used, but so-called projective coordinates have some imple-
mentation advantages. The main conclusion is that point operations can be done in projective
coordinates using only field multiplications, with no inversions required. Thus, inversions are
deferred, and only one needs to be performed at the end of a point multiplication operation.
A projective point (X,Y, Z) on the curve satisfies the homogeneous Weierstrass equation:

Y:Z = X3+ aXZ*+ 0273 (5.4)

and, when Z # 0, it corresponds to the affine point (X/Z,Y/Z). It appears that other
projective representations result in more efficient implementations of the group operation. In
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particular, in the case of the weighted projective representation (also referred to as Jacobian
representation) [18] a triplet (X,Y, Z) corresponds to the affine coordinates (X/Z2, Y/Z3) for
Z # 0. In this case we have a weighted projective curve equation of the form:

E:Y?=X3+aXZ"+02° . (5.5)

Weighted projective coordinates provide very fast arithmetic. In this case, conversion
from projective to affine coordinates costs

I]Fp + 4MFP

while vice versa is trivial. If point addition and doubling are implemented by use of weighted
projective coordinates the total costs for general addition and doubling are 16Mp, and 10Mp,
respectively.

5.1.3 Elliptic curves over [Fa»

Here we consider a finite field of characteristic 2, i.e., Fon. A non-supersingular elliptic curve
E over Fan is defined as the set of solutions (z,y) € Fan x Fan to the equation: y? + xy =
z3 + ax® + b where a,b € Fon, b # 0, together with O.

The point addition in affine coordinates is performed according to the following formulae.
Let P = (x1,y1) and Py = (z2,y2) be two points on an elliptic curve E. Assume Py, P, # O
and P; # —P,. The sum P; = (x3,y3) = P; + P, is computed as follows [18]:

If Pl 7& P27
A=y +y) (w2 +a1)7
r3=M + X+ + 20 +a,
ys = Mz +x3) + 23+ 41 -
If P =P,
A =y1/z1+ 21,
r3=A+\+a,
Ys = (a:l +m3))\+x3+y1 .

In either case, the computation requires:

‘ Ir,, + 2Mg,, + S, - ‘

Conversion from projective to affine coordinates costs, in the case of weighted projective
coordinates,

‘ |F2n + 3MF2n + SFW . ‘

5.2 Elliptic curve based schemes

Here we give the operation costs for various elliptic curve based primitives. The operation
costs are given as a sum of previously decomposed operations. The schemes include sometimes
a hash function that we simply denote with H. We do not take into account any other
symmetric cipher nor modular addition and reduction. The elliptic curve point multiplication
is denoted with PM.
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5.2.1 Signatures

The Elliptic Curve Digital Signature (ECDSA) is specified by an elliptic curve E defined over
F, and a publicly known point P € E of prime order m. For simplicity, we assume here that
q is a prime, although the construction can easily be adapted to a prime power g as well.

A user’s private key is a scalar d and the corresponding public key is Q = dP € E. A
signature for a message M is generated as follows:

ECDSA signature generation [19]

To sign a message M, Alice does the following:
1. Select a statistically unpredictable integer k € [1,m — 1];
2. Compute kP = (x1,y1);

3. Compute 7 = 1 mod m where z1 is an integer between 0 and ¢ — 1; If » = 0 then go
back to Step 1.

4. Compute s = k= (H(M) +dr) mod m where H is the Secure Hash Algorithm (SHA-1);
If s =0, then go to Step 1.

5. The signature for the message M is the pair (r,s).

ECDSA signature verification [19]

To verify Alice’s signature (r,s) on M, Bob should do the following:
1. Obtain an authenticated copy of Alice’s public key Q;
2. Verify that r and s are integers in the interval [1,m — 1];
3. Compute w = s~! mod m and H(M);
4. Compute u; = H(M) - w mod m and uy = r - w mod m;
5. Compute u1 P 4+ u2@Q = (z¢,y0) and v = x¢p mod m;
6. Accept the signature if and only if v = r.
The operation costs for the ECDSA signature schemes are as follows:
Sign PM+H+2-Myp, +If,
Verify 2:-PM+H+2- Mg, +lg,
5.2.2 Key exchange
Elliptic curve Diffie-Hellman key exchange [19]

The ECDH primitive requires only 2 point multiplications, i.e.,

2PM.
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5.2.3 Encryption
Elliptic curve integrated encryption scheme (ECIES) [19]

The operation costs for this primitive are:

2PM +2H. |

5.3 Hyperelliptic curves

Hyperelliptic curves are a generalization of elliptic curves. A genus g curve C over a field K
with one point at infinity can be given by an equation of the form

C:y®+h(z)y = f(z), h,feK[z],degf=2g+1, degh<g, (5.6)

where there is no point (a,b) € C(K) over the algebraic closure K satisfies both partial
derivative equations simultaneously.

By this definition we include elliptic curves as curves of genus 1 and in fact the algorithmic
properties we concentrate on for cryptography are very similar. However, the points of the
curve do not form a group and so one uses the divisor class group PicOC of degree zero as
group. Like for elliptic curves the negative of an element is easily obtained such that signed
expansions should be used to compute scalar mutliples.

The elements defined over K can be represented by two polynomials D = [u(x),v(z)],
u(x),v(x), where u is monic and degv < degu < g, the negative is given by —D
[u(z), —v(z)]. This means that 2g field elements are used to represent a group element.

For finite fields IFy, the theorem of Hasse-Weil states that the group order behaves as

[Pict:(Fq)| = O(¢?)

Hence, the field size can be chosen much smaller to achieve the same group size. Therefore,
the amount of storage needed for a group element is equal for all choices. Clearly, for an
actual implementation on a device with a given word size the changes are discrete such that
one or the other choice might be more interesting depending on the level of security.

For genus g = 2 or 3 the security of the DLP in Pic% is assumed to be equal to that of
elliptic curves for the same group size, for larger genera index calculus attacks [44, 38, 80, 45]
are faster than the generic attacks and so larger group sizes are needed to guarantee the same
level of security.

In the following we briefly highlight the results for even and odd characteristic. Like for
elliptic curves the scalar multiplication is performed as a sequence of doublings and additions
and the same algorithms (Algorithm 7 and Algorithm 8) can be applied, where clearly the
addition and doubling algorithms are updated.

So far no standards for hyperelliptic curve cryptography (HECC) have been proposed,
but it is clear how to generalize key-exchange, ECDSA and ECIES. The operation count in
the previous section lists only the number of group operations and thus remains valid for
HECC. In general this field is still moving and new results appear frequently, so we expect
that this part will be updated in the following version of the report. Extensive background
on hyperelliptic curves can be found in the recent book [11].
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5.3.1 Hyperelliptic curves over [,

In the case of odd characteristic p > 5 the equation of the curve in (5.6) can be transformed to
C : y?> = f(x) by completing the square. The group operations get more complex compared
to the case of elliptic curves but in return the field size is smaller such that implementations
as in [12] show break even for the timings of scalar multiplication. For example, for genus 2
curves in the representation [u(x),v(z)] = [#2 4+ u12 + ug, v12 + vp] introduced above the most
general case for the doubling operation reads as follows (the algorithm was obtained from [55]
by putting h = 0):

Table 5.1: Doubling, degu = 2.

Input [u, v],u = 2 + urz + ug, v = V1T + Vo
Output [/, V] = 2[u, v]
Step Expression Operations
1 compute v = 2v mod u = V1x + Vo:
1~)1 = 21)1, f)o = 21)0;
2 compute resultant r =res(v, u): 2S,3M
wo = ’U%, wy, = u%, Wo = ’lNJ%, wg = ulf)l, r = Ugwsz + f)o(’f}o — U}3); (U}g = 4U}Q)
3 compute almost inverse inv’ = invr:
inv] = —01, inv) = Uy — ws;
4 compute k' = (f —v?)/umod u = kjz + kl: 1M

w3 = f3 + w1, wy = 2ug, k) = 2(wy — faur) + ws — wavy;
/€6 = u1(2w4 — w3 + f4u1) + fo —wo — 2 fauo;

5 compute s’ = k'inv’ mod u: 5M
wo = kinv), wy = kjinv;

sy = (inv + invh) (k§ + k1) — wo — w1 (1 + u1), s{ = wo — upws;
6 compute s’ = x + sg/s1 and sq: [,2S,5M
wy = 1/(rs)) (= 1/r%s1), we = rwyi (= 1/s}), wz = s'%wl(: 51);
wy = rwa(=1/51), ws = w3, 8§ = shwa;

7 compute I = s"u = 23 + 52 + Uz + I 2M
Iy = w1+ sy, I} =wis§ + uo, Il = uosg;
8 compute v’ = s + 2vs/u + (v* — f)/u*: S,2M

upy = 56’2 + 2wavy + ws(2ur — fa);
u) = 28§ — ws;
9 compute v/ = —(I + v) mod v’ = vjz + v}: M
wy =15 —u), wy = wjwy +uy — i, v = waws — vy;
wy = ugwy — 1), v = waws — vo;
Total [,5S,22M

To avoid inversions other coordinate systems have been proposed. In projective coordinates
P the pentuple [Uy, Uy, V1, Vo, Z] corresponds to the affine group element [22 + Uy /Zx +
Uo/Z, V1 /Zx + Vi/Z]. In new coordinates N the sextuple [Uy, Uy, Vi, Vo, Z1, Zs] corresponds
to the affine group element [x2 + Uy /Z2x + Uy /23, V1 /(Z} Z2)x + Vo /(Z3 Z3)]. The following
table taken from [11] lists the number of elementary field operations needed for doublings and
additions; the notation C; +Cy = Cj refers to an addition having inputs in C; and Cs providing
an element in system Cs.
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Table 5.2: Addition and doubling in different systems and in odd characteristic.

Doubling Addition
Operation Costs Operation Costs
N =P 38M1Fp + 7S]Fp N+N=P 51M]Fp + 7S]Fp
2P =P 38|\/|]Fp + GSFP N+P=P 51MFP + 4SFP
2P =N 35M]Fp + GSFP N+N=N 47MFP + 7SFP
IN =N 34MFp + 7S]Fp N+P=N 48M]Fp + 4S]Fp
— — P+P="P 47Mg, + 4Sy,
. — P+P=N 44Mg,, + 4Sp,
— — A+N =P 40MFP + 5SFP
— — A+P="P 40Mg, + 3Sf,
— — A+N =N 36M]Fp + 5S]Fp
— — A+P=N 37MFP + 3SFP
2A=A IFP + ZQMFP + 5515‘17 A+ A=A IIFp + 22M]Fp + 3S]Fp

For curves of genus 3 explicit formulas for affine and projective coordinates exist but more
progress can be expected.

5.3.2 Hyperelliptic curves over Fy.

In even characteristic the polynomial h has to be nonzero to guarantee that the curve is
nonsingular. Apart from that any degree 1 < degh < g can be assumed; for g = 2 one should
avoid constant h since these curves are supersingular and thus lead to a weaker DLP. Lower
degrees of h allow faster group operation but the curves are more special; so far no attack
on the special choices is known whereas the gain in speed is quite remarkable (see [56] for
genus 2).

Like in the case of odd characteristic different systems of coordinates were proposed,
including inversion-free systems. For a recent overview see [11].



Chapter 6

Primitives Based on
Non-Hyperelliptic Curves

For many years, the only curves considered for cryptographic primitives were (hyper-)elliptic
curves. Moreover, subsequently to the papers of Gaudry, Thériault and others, the only curves
considered being suitable for cryptographic purposes have genus 1,2 or 3. However, whereas
all genus 2 curves are hyperelliptic, “most” genus 3 curves are in fact not hyperelliptic. It
is therefore an interesting question whether non-hyperelliptic genus 3 curves might also be
cryptographically suitable.

In this chapter we show that one can perform calculations in Jacobians of genus 3 curves
in an efficient way, and we outline how “cryptographically suitable” genus 3 curves can be
constructed. Based on these results it might be tempting to use non-hyperelliptic genus 3
curves as cryptographic primitives. However, we also outline a new index calculus attack
against the DLP in the Jacobians of these curves. A heuristic analysis of the attack indicates
that in terms of running time non-hyperelliptic genus 3 curves do not provide a substantially
greater security level than genus 2 curves over the same field. (But in the former case the key
size is 50% larger.)

6.1 Fast arithmetic

Let C be a non-singular curve of genus g over a field kK and D be an effective k-rational
divisor of degree g. A consequence of Riemann-Roch theorem is the following representation
of divisors: for a degree 0 divisor D of C' defined over k (i.e., an element of Div(C)) there
exists an effective divisor E over k of degree g such that £ — D> ~ D. Generically, the
divisor E is unique.

We now restrict ourselves to the case where C' is a genus 3 non-hyperelliptic curve. Thanks
to the canonical embedding, we may assume that C' is a smooth plane quartic. We denote by
x,y,z (or sometimes x1, s, 23) the chosen coordinates in P?2.

In the following let k be the finite field F, with ¢ = p" elements. Generically there is a
rational line [°° which crosses C' in four (not necessarily distinct, but with multiplicity then)
k-points Pr°, Py°, P, Pp°. Let D be the divisor P + P3° 4 Pg°. For an element D in
DivY(C), let DT be an effective divisor (generically unique) such that D* — D> ~ D. Let
Dy, Dy € Div)(C). Then D; + Dy is equivalent to a divisor D = DT — D>, where the points

41
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in the support of DT are given by the following algorithm:

1.

Take the unique cubic E which goes (with multiplicity) through the support of D", D5
and Pre, Py°, Pp°. This cubic also crosses C' in the residual effective divisor Ds.

. Take the unique conic () which goes through the support of D3 and Py°, Py°. This

conic also crosses C in the residual effective divisor DT.

Figure 6.1: Description of the algorithm.

We first look for simple representations of the curve and its divisors: we may suppose
(after a k-linear transformation) that P7° is a point at infinity (i.e., such that its z-coordinate
is 0), and that [*° is the line z = 0. Let f(x,y) = 0 be an affine equation of C. We now
come to the representation, called Mumford representation, of a divisor D € DiV%(C) by a
couple (u,v) of polynomials in k[z]. It is unique under the following generic assumptions on
D, which define a typical divisor:

1.

The three points in the support of DT are non-collinear. In this case D% is unique: in
fact if P+ Po+ Ps+ (f) = Q1+ Q2 + Q3 then f € L(P; + P, + P3) and f has to be
constant by the Riemann-Roch theorem.

There is no point at infinity in the support of DT. Let P, = (z; 1 y; : 1) (i = 1,2,3)
be the three points in the support of D' and u = [[(x — z;). Since DV is a rational
divisor, u € k[x].

The (z;)i=1,2,3 are distinct. In this case, there exists a unique polynomial v € k[z] of
degree 2 such that y; = v(x;) for i = 1,2, 3 (it is just the interpolation polynomial).

Conversely, given a couple (u,v) such that

— u,v € klz],

— u = [](x — x;) is monic of degree 3 and with simple roots,

- deg(v) = 27
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— ulf(z,v(z)),

then Py + P> + P3 — D is a rational typical divisor of C' (where, for i € {1,2,3}, we have
P = (z; s v(x;) : 1)).

At last, it is obvious that the addition of two typical divisors is generically a typical
divisor. As we have cryptographic applications in mind, we implement our algorithm only in
that case.

In the following, we will restrict to the case that P is a flex. In this case we can assume
(after linear transformation) that the curve is on of the form:

Y’ + hi(@)y’ + ha(z)y = f(x),

where hi,ho, f € Fylz] with deg(hi) < 1,deg(h2) < 3 and deg(f) < 4. The cubic E is
generically of the form
y2 +s-y+t,

where s and ¢ are polynomials in x, with deg(s) < 1 and deg(t) < 3.
The conic (@ is of the form

Yy—uv,
where v € Fy[z] and deg(v) = 2.

The algebraic interpretation of the addition on the Jacobian [40, 41] is depicted in Algo-
rithm 9.
To make the algorithm of the theorem more efficient, we used the following optimisations:

1. In order to reduce the number of field inversions, we used Montgomery’s trick to compute
simultaneous inversions. For the same reason, we computed almost inverses (using
Bézout matrix), rather than inverses.

2. We used either Karatsuba or Toom-Cook (in case p # 2,3,5) trick to multiply two
polynomials, and we computed only the coefficients we needed in the algorithm. For
instance, as we only need to know the quotient of the resultant of w and C by ujus, the
degree < 5 part of this resultant is irrelevant. Note that using Toom-Cook algorithm
leads to divisions and multiplications by 2,3 and 5. These operations are not counted
in the complexity since they are "easy”.

Furthermore, if Char(k) > 3, we can also assume that C is on the following form

Y+ ha(x)y = fa(z),

where hs is of degree 3 and f, has no 23 term. In that case an addition requires 148M+ 15542l
and a doubling 165M + 20S + 2I. The following table represented explicit formulae for the
addition on the Jacobian of a generic non-hyperelliptic curve of genus 3.
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Algorithm 9 Algorithm for addition.
Require: D = (u1,v1) and Dy = (ug,v3)
Ensure: D; + Dy = (Up,+Dy, VD1 +D5)
1: Computation of the cubic E
o Addition

1. Compute the inverse t1 of v1 — v9 modulo usg;

2. Compute the remainder r of (u; — u2)t; by ug;
3. Solve the linear equations given by the following conditions

deg,.(—vi(vy +8) +u101) =2 (2eq.)
v+ v+ s=rd [ug) (3 eq.)

where s, 91 € k[z] with deg(s) = 2 and deg(d1) = 1. Then
E=(y—v)ly+uv+s)+ud .

e Doubling
1. Compute wy = (v} + v¥hy + v1hy — f1)/u1;
2. Compute the inverse t1 of wi modulo wuq;
3. Compute the remainder r of (3v? + 2v1hy + ha)t; by ui;
4. Solve the linear equations given by the following conditions

{degz(—vl(vl +5)+ud) =2 (2eq.)
201 +s=rd  |uq] (3 eq.)

where s,0; € k[x] with deg(s) = 2 and deg(d;) = 1. Then
E=(y—v)y+uv+s)+udr .

2: Computation of the conic @QQ
1. Compute v’ := Res*(E,C,y)/(uiuz);
2. Compute the inverse o of t — s? — hy + sh; modulo '
3. Compute the remainder v of ay(st — thy — f4) by v’
3: Computation of D1 + Do
1. vp,4p, :=0';
2. up,4+p, = (v + v2hy +vhy — f4)/(W)))*;

3. D1+ Dy = (’LLD1+D2,UD1+D2).
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Table 6.1: Addition, degu; = degus = 3.
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Input Dy = [u1,v1] and Dy = [ug, vs]
U; = 1‘3 + ui21‘2 + ui1T + Uio, V; = 'UZ'2332 + V17 + V50
C:y®+ h(z)y — f(r) = 0 with
h(z) := hgx® + how® + hiz + ho, f(z) =2 + fox® + fiz + fo
Output D = [up,+Dy, VD, +D,] = D1 + Do with
UD,+Dy = 3 4 u2m2 + urx + ug and UD,+Dy = vga;2 +vix + vy
Step Expression Operations
1.1 compute the inverse t; of v1 — vo modulo us 13M + 2S
a1 = (vi2 — vaa)ugz — (vi1 — V1), az = (viz — v22)?, ag =
azug0 — a1(vip — v20);
ay = ag(ugy + ugy + ugo + 1) — (vig — vo2 + ay1)(vi2 + v11 +
V10 — (V22 + v21 + v20)) — as;
a5 = as(viz — v22),a6 = ag(vi1 — va1) — az(viz — v22);
a7 = a3,resy = ar(vig — v) — agas,tio = arag,tia = (vi2 —
V22)as;
t11 = (a1 + vi2 — va2)(as + as) — (tio + t12),t10 = ti0 + ar;
t1 = t12$2 +t11x +tio
1.2 compute the remainder r of (u; — ug)t; by us oM
b1 = (w12 + w11 + w10 — (ug2 + uz1 + uso))(t12 + t11 + t1o);
by = (u12 — w11 + w10 — (ug2 — uz1 + u0))(t12 — t11 + to);
b3 = (4(u12 —u2) +2(u11 —u21)+u10 —u20) (412 +2t11+110);
by = (u12 — u22)t12,b5 = (u10 — u20)t10, bg = (b1 + b2)/2 —
(b5 + b4);
by = ((bg + by — by — b5)/2 — 2(4b4 + bﬁ))/3,b8 =b; — (b5 +
be + by + b4);
by = b7 — byuoa,r2 = bs — bouap;
b1o = ba + b7 + bg + bg + b5 — (bg + by) (u22 + ua1 + ugo + 1);
ry = (blo — (b4 + bg + by — (b7 + bg) — (bg — b4)(u22 — U9l +
uz0 — 1)))/2;
ro = big — (7‘2 + 7‘1);
r= r0x2 +7rx+1r
1.3 compute the cubic E = y? + sy + ¢ 39M + 3S +1
c1 = viy,co = rocr,e3 = res(vig+ve) — (r1c1) + (cougz),cq =
C3TEST,
c5 = Tes17T0,C6 = T0C2,, C7 = T2¢3 — (Ceuag) — ¢5(v10 + v20);
cs = (ro + 11+ 1r2)(c2 + c3) — c6(1 + (uge + w21 + ug)) —
c5(vag + v21 + w20 + v12 + V11 + V10) — C7;
co = ¢4 + uracsc1 — via(cg + 2¢5v11),¢10 = C5C9,C11 = C%;
*1 Cl2 = C%, c13 = C12 + h3(—2010 + hgcll), nup = (610613)_1, (T™M +S+1)

C14 = C131N07;

C15 = C9C14, C16 = C120NV1C10;

S0 = C7C15, 81 = C8C15, C17 = C4C15;

c18 = (14 w12 +u11 +u10)(c1 + c17) — (vi2 +v11 +vio)(vi2 +

v11 + vio + S1 + S0);
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t3 = coc1s, to = u0c17 — v10(V10 + S0);
to = (c18 + (=1 4+ w12 — urr + uio)(—c1 + c17) — (vi2 — v11 +
v10)(vi2 — v11 + vi0 — S1 + 50))/2 — to;
ty = c1g — (to +t2 +t3), k1 = cr1c14, 19 = toki, co0 = L1k,
co1 = toky;
E=y?+ (s1z+ s0)y + t32° + tox® + 1z + 1o
2.1 compute res(E,C,y) and v’ := res(E,C,y)*/(uiug) 37M + 5S
do = C%l, dy = 3c¢o1, doy = 3(020 + do), ds = 021(6620 + do) +
3c19;
dy = S%, ds = 83, dg = (81 + 80)2 — (d4 + d5), d7 = (81 +
80)(t3 +to+1t1 + to);
ds = (80 — 81)(t2 +to— (t3 +t1)), dg = (281 + 80)(8t3 +4to +
2t1 + to);
dio = s1t3, di1 = soto, di2 = —(d11 + dio) + (d7 + dg)/2;
d13 = —2d10 + (d11 — d7 + (dg — dg)/3)/2, d1a = d7 — (d11 +
di2 + di3 + dip);
d15 = s1dy, dig = 3dysso, di7 = 1 — 3d1g, di1g = di5 — 3d13;
dig = f2 + dig + (1 — 3d1o) fo — 3di2;
*9 dog = (t3+t2+t1+to)(h3+h2+h1 +ho+ds+dg+ds — |(1° |\/|)

2(ts + to +t1 + to));

doy = (—t3+te—t1 +10)(2(t3 —ta+t1 —to) —hs+ha —h1 +
ho + dy — dg + ds);

dooy = (8t3 +4to + 21 + to)(8(—2t3 + hg) + 4(d4 — 2ty + hg) +
2(de — 2t1 + h1) + ds — 2tg + ho);

doz = (—8t3 + 4ty — 21 + to)(—8(—2t3 + hg) + 4(d4 — 2ty +
ho) — 2(dg — 2t1 + hy) + ds — 2tg + ho);

doy = (2Tt3 + 9to + 3ty + to)(27(—2t3 + hs) + 9(dy — 2ty +
hg) + 3(d6 —2t1 + hl) +ds — 2ty + ho);

dos = to(ds — 2tg + ho), dog = t3(—2t3 + h3),dz2 = fas1;

do7 = —5dag+ ((—(d2o+da1) + (3d2s + (doz +da2)/2)/2)/2) / 3;
dos = 15das + (((5das — Tdao + (—dos + Tdoy — dog —
d21)/2)/2)/2)/3;

dog = —3dos + (((doo — das + (dor — doz + (doa —
d23)/5)/2)/2)/2)/3;

ds3 = (h3 + ho+ hq —l—ho)(d% 4 dag + do7 4 dag + S1 4+ Sg —|—d32);
d3s = (—h3+ha—h1+ho)(—das+dog—dar+dag+51—50+d32);
d3s = (8h3 + 4ha + 2h1 + ho)(8dae + 4(d29 + s1) + 2(dar +
s0) + dag + d32);

dss = (—8hg + 4hy — 2hy + hg)(—8dag + 4(dag + 1) — 2(da7 +
s0) + dag + d32);

ds7; = (27hg 4+ 9ho + 3h1 + ho)(27das + 9(dag + s1) + 3(d27 +
s0) + dag + d32);

d3s = ho(das + d32), dia = hadag;

di2 = —5dga+((—(dss +dsa) +(3dss + (dse +ds5)/2)/2) /2) /3;
dy1 = 15dgs + (((Bdss — Tds33 + (—ds7 + 7dss — dse —

dsa)/2)/2)/2)/3;
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diz = —3das + (((dg3 — d3g + (dsa — d3s + (d37 —
ds6)/5)/2)/2)/2)/3;

dao = (dsz + d34)/2 — (d3s + daz + daa);

d3g = dzz — (dag + dao + day + dao + daz + daa);

dis = k3, dag = das(d1o +da1) +ds, day = das(dig + da2) +da;
dag = das(di7 + dag) + dy;

*3 dis = dascie, da7 = darcie, dig = dagcie; (3M)
dig = u12 + u22, dsp = u21 + U1 + UI2U2;
ds1 = U2 + U10 + U2U21 + U11U2, Uy = dag — dao;
uy = dyr—dso—daguly, uy = —dagu +dss—ds1 —dso(dag—dag);
u' = 2%+ uhr? + iz + uf
2.2 compute the inverse o of t — s> — h modulo «’ 16M + 2S
91 = t3—hs, go = g1(1+uy+ui+ug), g2 = to—(ds+ho+g1up);
g3 = t3+ta 411 +1to— (h3+h2+h1 +h0+d4+d6+d5+go);
g5 = (t3+t2+t1 —l—to—(hg—l—hg—l—hl + ho +ds +dg + ds +
go)—(—tg—i-tg—tl +to+hs—ho+hy —hyg—ds+dg—ds —
91(—1 + uy — uy + ug)))/2;
96 = 93— 95 — 92, 97 = Jelh — g5, 8 = G5, 910 = gsU( — G92;
911 = gs(1 + uh + uj + ug) — (g6 + 97)(g6 + g5 + g2) — 10,
912 = g1196;
913 = 91195 — 91096, 99 = 9%1, resz2 = g9g2 — g13g910,x10 =
97913
12 = g6g12,011 = (g6 + 97)(912 + 913) — Q10 — 12, Q10 =
10 1 g9;
[ 04121‘2 + a11T + a1
2.3 compute the remainder v of oy (st — fy) by v/ 18M + |
i1 = dig — 1, ia = d13 — (dio — 1)uj, i3 = di1 — fo — i2ug;
i4 = dio +diz +dig +dig +din — (1+ fo+ f1 + fo) — (i2 +
i1) (ub + uf + uf + 1);
i5s = (i — ((d1o — d13 +d12 —dis +di1 — 1 — fo+ f1 — fo) —
(12 — 1) (uy — uy +up —1)))/2;
i = ia—1i3—15, i7 = (ig+i5+i3)(a12+a11+a10), ig = igai2,
10 = 130110;
is = (ig—i5+i3)(a12—a11+a10), i1 = (i7+is)/2—(i10+19);
i1 = (((41'6 + 215 +ig)(4a12 + 2011 + alo) —i7 418 — ilo)/Q —
2(4ig + i11))/3;
i13 = i7 — (i10 + 11 + 412 + d9), 114 = dg, G15 = d12 — GgUs,
i16 = G110 — 15Up;
i17 = (ig + 112+ 1211 + 213 —l—ilo) — (i15 +z'14)(u’2 + u’l + u6 + 1);
i18 = (i17 — (i9 — G12 + 911 — 413 + t10) + (415 — 14) (uy — uf +
up —1))/2;
i19 = i17 — G16 — 18, NV = (TeSaitg) T, oo = iNVI1o;
Vo = 12016, V1 = 120118, V2 = 120119;
V= v2x2 + vz + vg
3 compute u := Up, +D, 16M + 3S
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1 = invares3, jo = 7%, j3 = jivi, ja = J3, Js = jivo,
j6 = j3(ja + 6J5);
*4 j7 = (va +v1 +vo)(h3 + h2 + h1), js = (v2 — v1 +vo)(h3 — |(8M)
ho + h1), jo = v2hs;
j10 = voh1,j11 = (j7 + Js)/2 — (Jio + Jo), Jiz = 3j3 + j2Jo,
J14 = Je + J2Jj11;
713 = 3(J5 + Ja) — j2 + J2((((4va +2v1 +vo) (4h3 + 2ha + hy) —
7 + Js — j10)/2 — 2(4jo + j11))/3);
U = jio — Uy, U = j13 — U] — UnUg, Uy = —UHUL + j14 — Up —
uy (12 — u3);
u:x3+u2x2+u1x—|—uo
Total 148M, 155, 2I
Table 6.2: Doubling, degu; = 3.
Input Dl = [ul,vl]
uy = 1‘3 + U121‘2 + U111 + U9, V1 = U121‘2 + v11T + V190
C:y®+ h(z)y — f(xr) =0 with
h(z) := h3z® + hox® + hiz + ho, f(z) :=2* + fox® + fiz + fo
Output D = [ugp,,v2p,| = 2D; with
Uap, = 23 + usx? + uix + ug and V2D, = vox? 4+ viT + Vg
Step FExpression Operations
1.1 compute wy such that ujw; = v§ + h(z)v; — f(x) 12M + 55
i = (vi2 + v11 + v10)?, b2 = (vi2 — vi1 + v10)%, I3 = vy,
= v%o;
ls = (l1 + l2)/2 — (l4 + 13);
lﬁ = (((42)12 + 22)11 + 2110)2 — ll + 12 — l4)/2 — 2(4[3 + 15))/3;
l7 =11 — (la+ 15+ 16 +13),ls = (vi2 +v11 +v10) (I3 + 6 + 15 +
l7 + hs + ho + hl);
lo = (vi2 — vi1 +v10)(—I3 + lg + h3 — (I5 + ha) + 7 + h1);
l10 = (4v12 +2v11 +v10) (8l3 +4(l + h3) +2(I5 + h2) + 17+ h1);
l11 = (47)12—21)11 +Ulo)(—8lg+4(l6‘+h3)—2(l5+h2)+l7+h1);
l12 = vio(l7 + h1), l13 = v12l3,l14 = =513 + ((lg — I + (l10 —
111)/2)/2)/3;
l15 = ((—=(s + o) + (312 + (Lo + 111)/2)/2)/2)/3;
li6 = (Is +19)/2 — (l12 + l15),l14 = g — 1, w13 = l13,w12 =
l15 — w1zu12;
w11 = l14 — wizuir — wigu12,w10 = lig — W13U10 — Wi2U1 —
Wi1U12;
w1 = w13x3 + w12x2 + wi1x + wip
1.2 compute the inverse t; of w; modulo uq 16M + 2S

a; = w13z, a2 = wWig — a1U10;
a3 = wiz + wiz2 + w11 + wio — a1 (1 + w12 + w11 + uio);
ay = (a3 — (—w13 + w1z — wi1 +wio — a1 (—1 + w1 — uig +

u10)))/2;

— — — 2 — .
a5 = az—a4—az, g = aA5U12 —0a4, a7 = A5, A8 = A7UIQ) —AeA2;
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ag = CL7(1 + U112 + Uil + ulo) — (CL5 + a6)(a5 + a4 + CLQ) — as,

a10 = a9as;

a11 = agas —asas, ay = a3, resy = araz —ai1as, t1o = aga11;

ti2 = asaio, t11 = (as+ae)(aio+air)—tio—ti2, t1o = tio+ar;
tl = t121‘2 + tlll‘ + tl()

1.3 compute the remainder r of (3v] + h)t1 by u; 13M
b1 = 3lg + hs — 3lgu12, bo = 3l4 + hg — biuqg;
b3 = (313+316+h3+3l5+h2+3l7+h1 +3l4—|—h0) — (bl +
3l3) (w12 + w1y +uio + 1);
by = (bg — ((3[3 — (316 + hg) + 3l5 + hoy — (317 + hl) + 34 +
ho) — (b1 — 3l3)(u12 — u11 + w10 — 1)))/2;
b5 = b3 — b2 — b4, b6 = (b5 + b4 + bg)(tlg + 111 + th);
b7 = (bs — by + b2)(t12 — t11 + t10), by = bsti2, by = batio;
bio = (be + b7)/2 — (bg + bs);
b11 = (((455 + 2b4 + bg)(4t12 + 2t11 + th) —bg + by — bg)/2 —
2(4bg + b19))/3;
bi2 = b — (bg + b1o + b11 + bg), b1z = by — bgua, 72 =
bo — b13u10;
b14 = (bg +b11 +blo+blg+bg) — (1)13 —l—bg)(ulg +u11+urg+ 1);
r1 = (big — (bg + b1g + bg) + (b11 + b12) + (b13 — bs)(u12 —
U111 + ui0 — 1))/2;
ro = big — (r2 +71);
r = r0x2 +7rx+ 1o
1.4 compute the cubic E = y? + sy +t 39M 425 + 1
c1 = l3, ca = roc1, 3 = 2resyvio—(r1c1—Ccauqa), ¢4 = c3resy,
Cs — T'eS1T0,
C6 = T0C2, C7 = r'2C3 — CeU10 — 2C50V105
cs = (ro+ri+7r2)(ca+c3) —co(1+u12 +uir +ui0) —2¢5(viz +
V11 + v10) — €7
co = ¢4 + uracscr — vi2(cs + 2¢5011), C10 = €5C9, €11 = CF;
*1 Cl2 = cg, Cc13 = C12 + h3(—2010 + hgcll), nup = (610613)_1, (TM +S+ |>
C14 = C131NV1;
C15 = C9C14, C16 = C121NV1C10;
S0 = C7C15, S1 = C8C15, C17 = C4C15;
c18 = (1 +u12 +u11 +uio)(c1 +c17) — (v12 +v11 +vio)(vi2 +
V11 + v10 + 51+ S0);
t3 = coc1s, to = u0c17 — v10(v1o0 + S0);
to = (c18 + (=1 +u12 —ury +wuyo)(—c1 + c17) — (vi2 — v11 +
v10)(v12 — V11 + V10 — S1 + 50))/2 — to;
ty = c1g — (to +t2 +t3), k1 = cr1c14, 19 = toki, co0 = L1k,
co1 = tok;
E =%+ (s12 + s0)y + t323 + tox? + t1z + to
2.1 compute res(E,C,y) and v’ := res(E,C,y)*/(uiug) 35M + 6S

do = 3, di = 3c21, d2 = 3(co0 + do), d3 = co1(6c20 + do) +
3c19;
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dy = 53, ds = s3, dg = (51 + 80)> — (da + ds), d7 = (s1 +
s0)(ts + to +t1 + to);

ds = (so—s1)(ta+to— (ts+t1)), dg = (281 + 50)(8t3 + 4to +
2t + to);

dio = sit3, di1 = soto, di2 = —(d11 + dio) + (d7 + dg)/2;
d13 = —2d1o0 + (d11 — d7 + (dg — dg)/3)/2, d14 = d7 — (d11 +
di2 + di3 + dio);

d15 = s1dy, dig = 3dyso, di7 = 1 — 3d1g, di1g = di5 — 3d13;
dig = fo + dig + (1 — 3dyo) f2 — 3d2;

doo = (ts +ta +t1 +to)(hs + ha + h1 + ho + dy + dg + ds —
2(t3 +to 411 + to));

d21 = (—tg +ito—11 +t0)(2(t3 —to+1 —to) — hg —l—hg — hl +
ho + dq — dg + d5);

dog = (8t3 + 4ty + 2t1 + to)(8(—2t3 + hg) + 4(d4 — 2ty + h2) +
2(d6 — 2t + hl) + ds — 2ty + ho);

dog = (—8t3 + 4ty — 2t1 + to)(—8(—2t3 + hg) + 4(d4 — 2ty +
hg) — 2(d6 — 2t + hl) + ds — 2ty + ho);

doy = (27Tt3 + 9to + 3ty + to)(27(—2t3 + hs) + 9(dy — 2to +
ho) + 3(dg — 2t1 + h1) + ds — 2tg + ho);

dos = to(ds — 2tg + ho), doe = t3(—2t3 + h3),dz2 = fasi;

dor = —5dag+ ((—(d20+da1) +(3das + (das +da2)/2)/2) /2) /3;
dog = 15dog + (((5d25 — Tdooy + (—d24 + Tdog — dog —
121)/2)/2)/2)/3:

dag = —3dys + (((deo — das + (d21 — do + (das —
125)/5)/2)/2)/2) /3

ds3 = (hg+ha+h1+ho)(das + dag + dar + dag + 51+ 50+ d32);
d3s = (—ha+ha—hi+ho)(—das+dag—dar+dag+s1—50+d32);
dss = (8h3 + 4ho + 2h1 + ho)(8d26 + 4(d29 + 81) + 2(d27 +
s0) + dag + d32);

d3 = (—8hg +4ha — 2hq + ho)(—8das +4(dag + 51) — 2(da7 +
80) + dog + d32);

d37 = (27h3 4+ 9ho + 3h1 + ho)(27d26 + 9(d29 + 81) + 3(d27 +
80) + dog + d32);

d3s = ho(das + d32), dag = hadas;

dag = —5das+ ((—(d33+dz4)+ (3dsg +(dze+d35)/2)/2)/2)/3;
dyy = 15dys + (((5dsg — Tdsz + (—d37 + Td3s — d3g —
dsa)/2)/2)/2)/3;

dizs = —3du + (((dzz — dsg + (d3a — d3s + (d37 —
ds6)/5)/2)/2)/2)/3;

dio = (d33 + d34)/2 — (dsg + da2 + dus);

d39 = d33 — (d3g + dyo + da1 + dyz + dy3 + dyg);

das = k3, dag = das(dig+dar) +ds, dar = das(dis + daz) + da;
dag = dys(di7 + dy3) + di;

dis = dascie6, dar = da7cie, dag = dygcie;

dig = 2u12, dso = 2un1 + Uy, ds1 = 2u1g + 2urguin, Uy =
dag — dy9;

| = dyr—dso—daguy, uy = —dsgu’ +dag—ds1 —dso(dsg—dag);

(15M)
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u' = 2% + uhr? + ulx + uf)
2.2 compute the inverse a; of t — s> — h modulo v/ 16M + 2S
91 = t3—h3,90 = g1(14+uy+uy+ug), g2 = to—(ds+ho+g1up);
g3 = tg+to+t1+to— (hs+ha+h1+ho+ds+ds+ds+go);
g5 = (t3+t2+t1 —l—to—(hg—l—hg—l—hl 4+ hg +ds +dg+ ds +
go)—(—t3+t2—t1 +to+hs—ho+hi —hyg—ds+dg—ds —
91(—1 + uy — uj +ug)))/2;
96 = 93 — 95 — 92, g7 = QGU'Q — 95, gg = 9(25> gio0 = gsu/o — g792;
911 = gs(1 + uy + uy + up) — (96 + 97)(96 + 95 + 92) — g0,
912 = g1196;
913 = 91195 — 91096, 9 = Gi1, T€S2 = Gog2 — G13910,010 =
979135
12 = geg12,a11 = (96 + 97)(g12 + g13) — Q10 — 12, Q10 =
10 + g9;
a1 = a12m2 + a1 + aqo
2.3 compute the remainder v of oy (st — fy) by o/ 18M + |
i1 = dio — 1, ia = dig — (d1o — 1)us, i3 = di1 — fo — igup;
ig =dio+dizs+dia+dia+din— 1+ fo+ fr + fo) — (ia+
i) (uh + uf + uf + 1);
i5s = (i — ((dio — d13 +d12 —dis +di1 — 1 — fo+ f1 — fo) —
(12 — 1) (uy — uy +up — 1)))/2;
i = i4—13—15, iy = (ig+i5+i3)(a12+a11+a10), ig = igai2,
110 = 130110;
is = (ig—1i5+1i3)(a12—a11+a10), i1 = (i7+1ig)/2— (110 +i9);
i12 = (((4d6 + 2i5 +1i3) (402 + 2001 + g0) — i7 +i8 —110) /2 —
2(4ig +i11))/3;
i13 = i7 — (i10 + t11 + 12 + 99), 114 = dg, G15 = d12 — GgUb,
i16 = 110 — 115U(;
i17 = (i 412 +i11 + 913 +410) — (i15 +i14) (uy +uy +ug +1);
i18 = (i17 — (i9 — d12 + 911 — 913 + 410) + (415 — i14) (uy — ) +
up —1))/2;
i19 = 17 — 116 — i18, inV2 = (T€S2i19) 1, G20 = iNvaiqo;
Vo = 120016, V1 = 120718, V2 = 120019;
v = vng + v1x + vy
3 compute u := u2p, 16M + 3S
i = invaresy, jo = j%, j3 = jivi, ja = J3, Js = Jivo,
j6 = j3(ja + 6J5);
% j7 = (v2 +v1 +vo)(hs + ha + h1), js = (va —v1 +vo)(hs — |(8M)
ho + h1), jo = vahs;
j10 = voh1,j11 = (j7 + js)/2 — (j10 + Jo), jiz = 3j3 + jaJo,
J14 = Je + J2Jj11;
713 = 3(J5 + Ja) — j2 + J2 ((((4va + 2v1 +vo) (4hg 4+ 2ha + h1) —
7 + js — j10)/2 — 2(4jo + j11))/3);
U = jio — Uy, Ul = 13 — U] — UnUg, Uy = —UHUL + j14 — Uj —
uh (J12 — uh);
u:x3+u2x2+u1x—|—uo
Total 165M, 208, 21

o1
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Table 6.3: If hg = 0 then replace *1, %o, *3 and x4 by

*1 invy = 01_01,014 = inwvi,c15 = invicy,cig = 1; (M+1)
*2 do7 = (t3 +t2 +t1)(h1 + ho +dg +ds — 2(t3 +t2 + t1)); (OM +S)
dog = (t3 —t2 +t1)(h1 —ho +ds — da — 2(t3 — t2 +t1));

dag = (4t3 + 2t2 + t1)(—8t3 + 2(da — 2t2 + h2) + de — 2t1 + h1);

dso = —2t2,d31 = t1(ds — 2t1 + h1),d32 = (da7 + d2g)/2 — (ds1 + d30);
d33 = ((d29 — d27 + dog — d31)/2 — 2(4d30 + d32))/3;

d3s = (h2 + h1 + ho)(d3o + d33 + d32 + so + 51);

d3e = (h2 — h1 + ho)(d3o — d33 + d32 + s0 — 51);

d37 = (4h2 + 2h1 + ho)(4d3o + 2(d33 + s1) + d32 + s0);

d43 = had3o,d3o = ho(d32 + s0), da1 = (d3s + d36)/2 — (d39 + da3);
daa = ((d37 — d3s + d3e — d39)/2 — 2(4da3 + da1))/3;

d4o = d3s — (d3g + da1 + da2 + da3),dsq = 0;

*3
*4 Ji1 = v2ha,j12 = 353,513 = 3(js5 + ja) — j2 + j2j11; (5M)
j14 = je + j2((v2 + v1)(h2 + h1) — (vih1 + j11));
Table 6.4: If hg, ho = 0 then replace %1, %9, *3 and %4 by
*1 inv] = 0;01,014 = invi,c15 = invicg,cig = 1; (M+1)
*2 da7 = —2t3,d3s = t2(da — 2t2),dss = 0, dsg = 0,da3 = 0,dss = 0; (5M +S)
d3g = (t3 +1t2)(da —2(t3 +t2)) — (d35 +d37), daz2 = h1d37,dso = ho(d3e +51);
da1 = (h1 + ho)(ds7 + dse + s1) — (dao + da2);
*3
*y J12 = 353,513 = 3(js + ja) — J2,J14 = Jo + ja(h1v2); (2M)
Table 6.5: If hg, ho, b1 = 0 then replace %1, 9, *3 and %4 by
*1 nv] = c;017cl4 = invi,c15 = invicy,cig = 1; (M+1)
*2 dg1 = —2hot3,d3g = 0,d3g = 0,dso = 0,ds2 =0, daz = 0,daq = 0; (M+5)
*3
*4 J12 = 3j3,J13 = 3(J5 + Ja) — J2,J14 = Je;
Table 6.6: If hg, ho, h1, hg = 0 then replace 1, *9, x3 and %4 by
*1 inv] = c1_017cl4 = inwvi,c15 = invicy,cig = 1; (M+1)
*2 d3g = 0,d39 = 0,d4p = 0,d41 = 0,ds2 = 0, dg3 = 0,ds4 = 0;
*3
*4 J12 = 3j3,J13 = 3(J5 + Ja) — J2,J14 = Je;

6.2 Construction of secure non-hyperelliptic curves of genus 3

The current methods for point counting on curves over finite fields of small characteristic
rely essentially on a p-adic approach (those based on cohomology (Kedlaya), those based on
deformation theory (Lauder) and those based on the canonical lift (Satoh). The AGM method
belongs to the last category. In this section, we give an outline of this method.

Let k :=F, with ¢ = 2NV and let Qg be the unramified extension of degree IV of Q2 with
ring of integers Zq, 7 a uniformizer and v a valuation such that v(7) = 1.
Let in the following C'/k be an ordinary genus 3 non-hyperelliptic curve. In this case the
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curve C has exactly 7 bitangents (defined over over k) and is isomorphic over k to a curve
with the following model (x)

(az? + by + 2% + doy + exz + fyz)? = zyz(z +y + 2)

with
abcla+b+d)(a+c+e)b+c+ fllatb+et+d+e+ f+1)#0.
Furthermore we assume that its Jacobian is absolutely simple and has its 29 points of

order 2 defined over k (i.e. all its bitangents are defined over k). We give here the general
AGM-algorithm [67] with specific details.

1. First lift the curve C to a curve C/ Qg with Riemann model

\/xlul + \/l’QUQ + \/1’3U3 =0

which has all its bitangents defined over Q. From this model we can explicitely compute
the equation of all the other bitangents.

2. Using the Weber formulae

<19[X](0)>4 _ 185, 85, Bisl[Biw Bjw Bis| 185, Bit» BB, Bi, B
9(0) 185, Bk Bij 11 Bik, Bis) [Bi By Br)[Bik> Bjks Br]

where the 3; and (3}, are the bitangents of a certain Aronhold system and [3;,, 31,, 5] =
det(By,, By, B1;) and where x is the even theta characteristic x = [¢;] + [¢;] + [ex], we
compute (in terms of coefficients of C) the 2% constants coefficients which are square
roots of the algebraic expressions of the corresponding complex quotients (for a certain
Riemann matrix §2):

4

9 [j (0,9)

9 m (0,9)
0 €,€'€(Z/27)3

We denote these quotients by (199) .
e€(Z/22)3

3. We build a sequence by using formulas which are a generalization of the Arithmetic
Geometric Mean. In 2-adic context, they are

, 1 , 19(i)
1927,4-1) == Z 1927,) %{
2 fe(z)2m) Ve

The square root of an element x € 1 + 8Z, is chosen to be congruent to 1 modulo 4.

4. Let m; be the roots of the Frobenius polynomial that are 2-adic units (there are exactly
3 such roots since C' is ordinary). The fundamental proposition of the AGM theory is

that the quotient 192”+N) / 0&") converges linearly to a = £my - - - 73.
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5. We compute the minimal polynomial of 3 = a + 23 /a using LLL-algorithm. We
need to know 3 with a precision of 10N bits, then it is easy to find the characteristic
polynomial of the Frobenius up to a sign problem which we solve with fast addition in
the Jacobian.

The complexity in time of the algorithm is O(N?# log N') where O(NN*) is the number of bit
operations for the multiplication of two N bit length integers. With Karatsuba pu = log,(3),
with FFT multiplication = 1 + e. The complexity in space is O(N?).

6.3 Solving the DLP in Jacobians of non-hyperelliptic genus 3
curves

In this section we outline a recent index calculus algorithm which is particularly well suited
for non-hyperelliptic genus 3 curves. A heuristic analysis of the algorithm indicates that
“most” instances of the DLP in Jacobian groups of non-hyperelliptic genus 3 curves over [,
can be solved in a time of O(q) (Here, the O-notation indicates that we disregard logarithmic
factors.)

6.3.1 General description of index calculus with double large prime varia-
tion

The algorithm can be viewed as an adaption of (a simplified version of) the algorithm by
Adleman-DeMarrais-Huang to the low genus situation. A crucial ingredient of the algorithm
is a double large prime variation. As in the recent algorithm by Gaudry, Thériault and Thomé
[45], the set of large primes is C'(F,) — F, where F is the factor base.

Let us before we come to the concrete algorithm describe what “index calculus with double
large prime variation” is.

Recall that in the context of discrete logarithm problems in an abelian group, by an “index
calculus algorithm”, one means a method which is based on (a variant of) the following general
description:

Let G be an explicitly given finite abelian group, and let a,b € G with a € (b). Because
we are interested in cryptographic applications, we assume the order ¢ := #(b) is known. For
simplicity we assume that ¢ is prime. (One can easily reduce to this case by the Chinese
Remainder Theorem.) Then one proceeds as follows:

First, one fixes a factor base F = {F}, Fy, ...} C G. We assume that we have a “sufficiently
efficient” method to find relations -, r;F; = aa + [b.

One stores these relations as rows of a “relation matrix” R over Z/¢Z which is usually a
sparse matrix, and one also stores vectors of the a’s and f3’s.

Finally, one calculates a random element v € ker(R!). Then one has the relation 0 =
> viriFy =2 jvilosa + B;b). If now -, vif3; is in (Z/VZ)*, we have

Zi, 5 Vi
> i

In “index calculus with (single) large prime variation” one proceeds in a similar way. The
essential differences are as follows. Additionally to the factor base F, one fixes a set of large

b=— aeG .
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primes L C G — F. Then one searches for relations of the form

erFj—l—P:aa—i-ﬂb,
J

where P € £ U F, and again one stores these relations. If two relations with the same
“large prime” P are found, the difference is calculated, and in this way one obtains a relation
involving only elements from F.

In “index calculus with (double) large prime variation”, one again fixes a set of large
primes £ C G — F, and one searches for relations of the form

erFj—FP—FQ:aa—i-Bb,
J

where P,QQ € LU F. Such relations are stored in a “graph of large prime variation”. This is
a graph on the set £U {x}, where * is an additional point corresponding to all elements of F.
A relation as above leads to a directed edge with label ((r;);; «, 3) between P and @ (where
P or @ is substituted by * if it is in F). Now cycles in the graph of large prime variation lead
to relations over the factor base (no cycles are in fact stored in the graph).

One particular problem with this approach is that it is difficult to control the size of the
cycles generated, and it is therefore difficult to control the sparsity of the matrix generated.
This problem can be circumvented as follows: One only considers relations as above where P
or @ are in the connected component of *, and one disregards all other relations (and again
one does not include relations in the graph which would lead to cycles). The generated graph
is thus in fact a tree, we call it the tree of large prime variation. Like this, one can guarantee
that the cycle lengths are polynomial in log(q).

In [45] it is shown (under some heuristic assumptions) that with index calculus with double
large prime variation one can solve the DLP in Jacobian groups of genus 3 curves in a time
of

O(¢*") .

Note that this running time is already better than the running time of ©(¢*?2) one obtains
with “generic methods” like the p-method (provided that the group order is “nearly prime”).

(The result in [45] is only stated for hyperelliptic curves but it also applies to non-
hyperelliptic curves.)

6.3.2 The algorithm

We now describe the new index calculus algorithm with double large prime variation given
in [33]. More precisely, the algorithm we describe here can be viewed as the algorithm in
Section 3 of [33] with the additional ingredient of a double large prime variation. We note
that in Section 4 of [33] a closely related algorithm is described. The algorithm here can be
viewed as a “practical variant” of the algorithm in Section 4 of [33].

As before, let C/F, be a genus 3 curve, explicitly given as a curve in P? /Fy by a homo-
geneous polynomial F(z,y, z) of degree 4. The group order of Jac(C)(F,) is assumed to be
known (as is always the case in cryptographic applications).

Let a,b € Jac(C)(F,), and let Py € C(IF,) be a fixed point. Let Do, be the divisor “at
infinity”, i.e. the divisor obtained via the equation Z = 0 on C (D an effective divisor of
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degree 4). We assume that a € (b). For D € Div(C'), let [D] denote the corresponding divisor
class.
The first step of the algorithm is to find two expressions

[Pr] + [Po] + [Ps] = 3[Ry] = aa  [P] + [P3] + [P3] — 3[Po] = b,

where P;, Q; € C(Fy) and o, 3 # 0 € (Z/{Z)*.

Ounly after these relations are found, a factor base F = {F}, Fy,...} with slightly more
than (2-¢q- log(q))% elements is fixed.

When the factor base is chosen, it is made sure that it contains the 7 [F -rational points
Py, Py, P3, P|, P), Pj, Py of C. The two relations already obtained are stored as the first two
rows in the relation matrix.

The two relations derived at the beginning are the only relations involving a non-trivial
“right-hand side” (linear combinations of a and b). All other relations are of the form

where P,@Q € C(F,). These relations are found in the following way:

Lines through two elements of the factor base are constructed, and the intersection divisor
of these lines with the curve is considered. For this, tuples (7, j) with ¢ < j are fixed and the
line L(z,y, 2) = 0 passing through F; and F} is considered. Then the intersection divisor of
the line with the curve has the form

Fi+Fj+Dij,

where D; ; is some divisor of degree 2. Now the divisor F; + F; + D; j — D, is the principal
divisor corresponding to the element L(%,% 1) in the function field F,(C). By definition of
the Jacobian group, we have the relation

(3] + [Fj] + [Dij] = [Doc] = 0 .
If now D; j splits as D; ; = P+ Q (with P,Q € Jac(C)(F,)), we obtain a relation
(3] + [F5] + [P+ [Q] = [Doo]

This is a relation involving (at most) two large primes and otherwise elements from the factor
base (the divisor Dy, can be disregarded). With these relations, we build the tree of large
prime variation as described in the previous subsection. (That is, we insert an edge provided
that P or @) lie in the connected component of * and this does lead to a cycle. If it lead to a
cycle, we store the relation obtained from the cycle as a row in the relation matrix R.)

The relation search is terminated if the number of rows of R exceeds number of the
elements in the factor base slightly. (If one has considered all lines through pairs of elements
of the factor base before this happens, the algorithm fails and should be rerun with another
(possibly larger) factor base.)

The linear algebra step is as usual: The relations are stored as rows of a sparse matrix
R. Then with an algorithm from sparse linear algebra a random element v € ker(R!) is
calculated. We then have a relation of the form

viaa + v 8b =0 .
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The main assumption is now that vo lies in (Z/¢Z)*. If this assumption is satisfied, we have
(oye%

05

and this solves the DLP. If the assumption is not satisfied, more relations should be obtained
by considering more lines through elements of the factor base. If all lines are exhausted, the
calculation fails, and the algorithm should be rerun with another (possibly larger) factor base.

b=

a,

6.3.3 Analysis of the algorithm

We now sketch a heuristic analysis of the algorithm (for details we refer to [33]).

Let us first recall that C'(F,) ~ ¢ for ¢ — oo by the bounds of Hasse-Weil.

Under the assumption that a and b generate Jac(C')(IF;), the average number of tries one
needs to obtain any of the first two relations is asymptotically equal to 3! = 6. This means
that these relations can be obtained in a time of O(l) Heuristically, this also holds if a and
b generate a proper subgroup of Jac(C)(FF,).

Each line can be constructed, the corresponding divisor can be tested for complete split-
ting, and the splitting can be calculated in a time of O(1).

Let us now choose the factor base F with slightly more than (2-¢ - log(q))% elements.

The probability that a divisor of degree 2 splits completely is asymptotically equal to %
(for ¢ — o0). This motivates the assumption: The probability that a line passing through
2 points of F defines a completely split divisor is roughly %

Under some assumptions on the “equidistibutivness” of the relations generated, one can
analyse the generated tree of large prime variation via differential equations (see [33]). The
outcome of this analysis is that the factor base should be large enough such that a relation
matrix R with more rows than columns can be generated as described above. This indicates
that the DLP can be solved by calculating a random vector in ker(R?!).

Under the same heuristic assumptions, it is also possible to analyse the cycle lengths, and
just as in [45], they are polynomial in log(q).

As the factor base has O(q%) elements, all lines passing through two points of the factor
base can be constructed in a time of O(q), and the linear algebra part also has a running time

of O(q).

All in all, the heuristic analysis indicates that “most” instances of the DLP in Jacobian
groups of non-hyperelliptic genus 3 curves can be solved in a time of O(q).

6.4 Conclusion

In this chapter, it was shown that there exists an efficient arithmetic for non-hyperelliptic
genus 3 curves, and that non-hyperelliptic genus 3 curves can be efficiently constructed with
the AGM-method. This suggests that the DLP in Jacobian groups of such curves might
provide an interesting alternative to the DLP in elliptic curves and genus 2 curves as a public
key crypto primitive.

However, with a recent index calculus algorithm, the DLP in Jacobian groups of non-
hyperelliptic curves 3 curves can (under some heuristic assumptions) be solved in a time
of O(q) This should be compared with the running time of @(q3/ 2) group operations for
“generic methods” like the p-method (provided that the group order is nearly prime). The
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hidden constant (and logarithmic factor) in the O-notation for the index calculus method are
quite small, and the result is clearly relevant in practice. On the other hand, the relation
search phase of the algorithm requires a storage of roughly ¢ elements in Fy, and as usual, the
linear algebra part is difficult to parallelise with current computer technology. It it therefore
not straightforward to compare the two algorithms for “cryptographically suitable” key sizes
from a practical point of view.

Despite the fact that such a comparison is difficult, the new index calculus algorithm
clearly shows that non-hyperelliptic genus 3 curves have a weakness in comparison to elliptic
curves and genus 2 curves. As we are not aware of any advantages of the usage of genus 3
curves, we recommend against the usage of non-hyperelliptic genus 3 curves in cryptographic
applications.



Chapter 7

Primitives Based on Multivariate
Polynomials

7.1 Introduction

The area of Multivariate-Polynomial based Cryptosystems (MPC) is rich in constructions
and each construction has many variants and parameters. Many MPCs have been broken in
the past 10 years, and we will concentrate on a few schemes the security of which has been
studied, and for which a correct choice of parameters should remain unbroken.

In general the MPCs have at least one of the two following drawbacks:

D1. The public key may be quite large, which determines the speed of signature verification
or encryption with the public key;

D2. The computation of a signature or private-key decryption may be very slow.

In spite of these two drawbacks, in some applications, such as for example very short
signatures, or signatures that can be computed on 8-bit smart card with no arithmetic co-
processor, no better cryptographic scheme (that would not have at least one of these draw-
backs) is known.

In this chapter we are not be as much concerned with D1 (that is never really considered
to be critical in the MPC area). With regard to speed (D2), the state of the art on MPC can
be summarized as follows:

Speed and signatures For digital signatures a very fast MPC has been proposed: Sflash.
It has been studied and recommended by Nessie [7, 6].

Slow schemes for PK-encryption It seems that to propose a fast and secure multivariate
public key encryption scheme is harder than for digital signatures. Many schemes have
been proposed and broken, and it seems that we don’t know a good candidate for a
fast and secure public key encryption scheme. We will give an evaluation for a version
Sflash adapted for encryption (that will not be as fast as in signature).

Slow schemes for short signatures For this specific application (short means less than
160 bits), no very fast scheme is known, and all of them require many seconds on a
powerful PC to compute a single signature. We will give a performance evaluation for
Quartz.

99



60 ECRYPT — European NoE in Cryptology

Multivariate PK-authentication schemes These schemes work differently than schemes
designed for encryption and signature (there is no trapdoor construction). We will give
a performance evaluation for the ”IP with two secrets scheme” proposed by Patarin and
for the MinRank scheme proposed by Courtois. They may appear quite fast compared
to some other multivariate schemes (Quartz), but remain slower than the classical au-
thentication schemes such as Fiat-Shamir, GPS or GQ2. Nevertheless they have the
advantage of being based on NP-hard problems.

7.2 Multivariate-polynomial based schemes

7.2.1 How to evaluate the performance of a MPC

Signature verification / Encryption All MPCs are very similar in this respect. The pub-
lic key is in general a set of m quadratic (sometimes other low-degree) polynomials with
n variables over GF(q). The size of the public key is then:

S=m "72 -logy(q) bits.

and the time to evaluate these polynomials (to verify a signature or a to encrypt a
message) is O(S).

Computation of a signature / decryption Here the method varies greatly from one sys-
tem to another, depending on the type of algebraic trapdoor used in the cryptosystem.
7.2.2 Sflash signature scheme

We summarize here the main characteristics of Sflash?? following the state of the art, that
can be found in [9, 10, 30, 82, 31].

e Length of the signature: 259 bits.
e Length of the public key: 15.4 Kbytes.

e Length of the secret key: the secret key (2.45 Kbytes) can be generated from a small
seed of (at least) 128 bits.

e Time to sign a message: less than 1 ms on a PC (pessimistic estimation). Only 59 ms
on a Infineon SLE66 component without cryptoprocessor with 10 MHz clock (see the
optimized implementation described in [10]).

e Time to verify a signature: a few ms on a PC (approximately 37 x 37 x 26 multiplications
and additions in GF(128)).

e Time to generate a pair of public key/secret key: less than 1s (see [81] for details).

e Best known attack: generic algebraic attacks (solving the equations ignoring the trap-
door) requires more than 2°° TDES computations (the complexity of the attacks in [30]
was overestimated, see [82] for a more precise evaluation). The resistance of Sflash
against algebraic and Grobner bases attacks that exploit the trapdoor, such as described
in [28, 39] is also believed to be very good; see [31, Section 7].
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7.2.3 Sflash (adapted to encryption)

The signature scheme Sflash¥? can be adapted for public key encryption. Sflash¥? is a trapdoor
function GF(27)3" — GF(27)%¢ [9]. Instead of removing 11 public equations, only 3 are
removeed. We get so a trapdoor function GF(27)37 — GF(27)34. Since this the trapdoor
function is not bijective, the encryption proceeds as follows. To encrypt a message, we choose
an AES session key on 128 bits, and 131 bits of redundancy computed with MD5, and get a
message on 259 bits encoded as 37 - 7 bits. When we apply the public key equations we get
34 - 7 = 238 bits, which still has about 110 bits of redundancy. The owner of the private key
searches through all possible (on average) 233 keys for one that has the right redundancy.

We summarize here the main characteristics of Sflash adapted for encryption:
e Length of the public key: 20 Kbytes.

e Length of the secret key: the secret key (1.2 Kbytes) can be generated from a small
seed of (at least) 128 bits.

e Time to encrypt a message: less than 1 ms on a PC.

e Time to decrypt a message: les than 0.3 seconds on a PC. (About 22! trial decryptions,
each requires mainly to compute and check the MD5 redundancy.)

e Best known attack: more than 2°0 TDES computations (the complexity of the attacks
described in [30] should be evaluated according to [82]). The resistance of Sflash against
algebraic and Grobner bases attacks that exploit the trapdoor, such as described in [28,
39] should be very good, as it appears in [31, Section 7].

7.2.4 Quartz signature scheme

We summarize here the main characteristics of Quartz following the state of the art [65, 39, 31].
e Length of the signature: 128 bits.
e Length of the public key: 71 Kbytes.

e Length of the secret key: the secret key (3 Kbytes) is generated from a small seed of at
least 128 bits.

e Time to generate the public key: about 1 second on a P4 @ 3GHz.
e Time to sign a message: less than 10 seconds on average on a P4 @Q 3GHz.
e Time to verify a signature: less than 1 ms.

e Best known attack: would be more than 252 computations according to Faugere and
Joux [39], however according to [31] the complexity of this attack may have been over-
estimated.
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7.2.5 IP authentication scheme with two secrets

We summarize here the main characteristics of IP with two secrets following the state of the
art [64]. We summarize here the characteristics of the second scheme proposed in Section 2.2.
of the Habilitation thesis of Patarin [64], with 20 equations of degree 2 over GF(256), A = 2,
and 20 iterations of the scheme:

e Length of the public key: 4.1 Kbytes.

e Computation time for the prover: estimated to be about 0.6 seconds in a low-end 8-
bit smart card without any arithmetic or cryptographic co-processor, and about 0.06
mili-seconds on a modern CPU such as Pentium 4.

e RAM required for the prover: 50 bytes.

e Computation time for the verifier: estimated to be about 0.1 seconds in a low-end 8-
bit smart card without any arithmetic or cryptographic co-processor, and about 0.01
mili-seconds on a modern CPU such as Pentium 4.

e RAM required for the verifier: 50 bytes.

e Size of the algorithm code: 400 bytes.

o The size of the answer: 64 Kbits (can be reduced to 34 K).
e Impersonation probability: 2720,

280

e Best known attack: computations.

7.2.6 MinRank authentication scheme

We summarize here the main characteristics of the MinRank authentication scheme following
[27]. We consider a version (A) of MinRank with matrices 6 x 6 over GF(65521), with 35
rounds, as studied in [27, Sections 4.3 and 8.2].

e Length of the public key: 735 bits.
e Length of the secret key: 160 bits.

e Computation time for the prover: essentially the time to apply 35 - 3 times a crypto-
graphic hash function such as SHA-1.

e Computation time for the verifier: very similar.

e Size of the algorithm code: at most few hundreds bytes.

e The total size of the answer: 35 Kbits (can be reduced to 14 K).
e Impersonation probability: 2720,

2106

e Best known attack: computations.
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Appendix A

Basic Algorithms

A.1 Multiple-precision multiplication

In this section we analyze three principal methods to perform a multiple-precision multiplica-
tion: the schoolbook method [60], Comba’s method [26], and Karatsuba’s method [51]. These
three methods form the basis of the algorithms for Montgomery multiplication discussed in
Section A.2. The schoolbook method represents the most straightforward way to realize a
multiple-precision multiplication and is covered in many textbooks. However, the two other
methods may perform better in practice. Comba’s method requires fewer memory accesses
(in particular store operations), whereas Karatsuba’s method reduces the number of multiply
instructions.

We represent long integers as arrays of (2-bit digits. A typical choice for 2 is the word-size
of the processor. The bitlength of the integers is denoted by n, and k is the number of digits
necessary to store them, whereby k = [n/Q]. For example, a 256-bit integer requires k = 8
digits on a 32-bit architecture. We shall denote long integers by uppercase letters and use
the corresponding lowercase letters for the individual Q-bit digits, e.g., A = (ag_1,...,a1,a0)
with 0 < a; < 2%

A.1.1 Schoolbook method

The schoolbook method, shown in Algorithm A.1, consists of two nested loops, each looping
through the digits of one operand. In each iteration of the outer loop, a digit b; of the operand
B is multiplied by all digits of the operand A, and the (n + Q)-bit results are accumulated
according to their weight. The schoolbook method is also called operand scanning method
since the outer loop moves through the digits of an operand.

An ordered pair of the form (u,v) represents the 2Q-bit (i.e., double-precision) integer
u- 22 +v. The schoolbook method performs an operation of the form a-b+p+u in its
inner loop, whereby a, b, p, and u are all {2-bit quantities. Therefore, the result of this inner-
loop operation is at most 2€) bits long. This makes the schoolbook method easy to implement
in high-level programming languages which provide a double-precision integer datatype. For
instance, common extensions of the C and C++ programming language support the datatype
unsigned long long for 64-bit integers. The Java language provides the long type, which
has a precision of 64 bits on all platforms.
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Algorithm A.1 Multiple-precision multiplication (schoolbook method).

Require: Two k-word operands A = (ag_1,...,a1,a9) and B = (bg_1,...,b1,bp)
Ensure: 2k-word product P = A- B = (p2g—1,---,P1,P0)

1: P+—0

2: fori=0to k—1do

3: u<«—0

4 for j=0tok—1do

5: (u,v) «—a; - by +pirj +u
6 Pitj <V

7 end for

8: Dk4i < U

9: end for

10: return P

Algorithm A.2 Integer multiplication with result-in-place.
Require: Two k-word operands A = (ag_1,...,a1,a9) and B = (bg_1,...,b1,bp)
Ensure: INTMuLT(A,B) = (C,A) «— A-B

1: C—0;¢c«—0

2: fori=0to k—1do

3: tmp «— a;

4 (c,a;) < tmp - by + co

5 for j=0tok—2do

6: (c,¢j) = tmp - bj1 +cjp1 +c
7 end for

8: Ck—1 < C

9: end for

10: return (C, A)




D.VAM.1 — Performance Benchmarks 71

The schoolbook multiplication requires

k? cpu multiplications .

Let § = 2. The square of a long integer can be computed almost twice as fast as the
product of two distinct integers, which can be observed from Eq. (A.1):

k—1k—1 k—1 k—2 k-1
A2:ZZaj'ai'ﬁ(i+j):ZaiQ'ﬁ2i+2'Z Zaj-ai-ﬁ(”j) . (Al)
=0 j=0 =0 1=0 j=i+1

Long integer squaring is typically performed in two steps. In the first step, all inner-product
terms a; - a; with j # i are calculated and summed up as shown in Eq. (A.1). The second
step doubles the result obtained in the first step and adds the inner products from the “main
diagonal”, i.e., the terms a;2. Doing so, squaring requires only

‘ Lo k(k + 1) cpu multiplications . ‘

When the memory is scarce, the schoolbook method can be accomodated with “result-in-
place” to evaluate A - B with rewriting in buffer A:

(C,A) — A-B

where C represents a k-word “register” (see Algorithm A.2). Using this algorithm, the integer
multiplication of A and B can be evaluated with a k-word working “register” (i.e., C) and a
few CPU registers. Further the value of operand B is still available in memory at the end of
the computation.

A.1.2 Comba’s method

Algorithm A.3 illustrates an alternative method to accomplish a long integer multiplication.
This method, first described by Comba [26], also consists of a nested loop structure with
a relatively simple inner loop. The two outer loops of Algorithm A.3 move through the
digits p; of the product P, and therefore Comba’s method is also referred to as product
scanning method. To obtain the i-th digit p; of P = A - B, all inner-product terms a; - b;_;
with 0 < j < are accumulated and eventually added to carries from the computation of
previous digits. The store operation corresponding to each digit of the result takes only place
in the outer loop, when the digit is completely evaluated.

Comba’s method performs multiply /accumulate (MAC) operations in its inner loop, which
means that two -bit digits are multiplied and the 29-bit product is added to a cumulative
sum. This sum can easily get longer than 2 bits and hence we need three Q2-bit registers for
its storage. Algorithm A.3 represents these three registers by the triple (¢,u,v). The operation
carried out at Lines 7 and 14 is just a Q-bit right-shift of (¢,u,v). However, the extended
precision of the cumulative sum makes an implementation of Comba’s method rather difficult
when using high-level programming languages like C/C++ or Java, since they have neither
triple-precision data types, nor built-in support for handling carries in an efficient way. Intel’s
application note AP-941 [5] describes two solutions for this problem. One possibility is to use
less bits in the digits (e.g., 28 instead of 32), so that several products can be accumulated
into a 64-bit integer without overflow. Another solution is to store the cumulative sum in two
64-bit integers (see [5] for further details). However, the price of the former is an increase in
the number of digits, while the latter entails more additions in the inner loop.
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Algorithm A.3 Multiple-precision multiplication (Comba’s method).

Require: Two k-word operands A = (ag_1,...,a1,a9) and B = (bg_1,...,b1,bp)
Ensure: 2k-word product P = A- B = (p2g—1,---,P1,P0)

1 (t,u,v) <0

2: fori=0to k—1do

3: for j =0to 7 do

4: (t,u,v) « (t,u,v) + a; - bi—;
5: end for

6: i <V

7: ve—u, u—t, t—0

8: end for

9: for i = s to 2k — 2 do

10: for j=i—k+1tok—1do
11: (t,u,v) « (t,u,v) + a; - bj—_;
12: end for

13: Pi < U

14: VU, u—t, t—0

15: end for

16: pos—1 <V

17: return P

A.1.3 Karatsuba’s method

Karatsuba’s method reduces a multiplication of two k-digit operands to three multiplications
of size k/2, but at the cost of an increased number of additions [51]. The three half-size mul-
tiplications can either be performed with the schoolbook method, Comba’s method, or again
Karatsuba’s method, provided that the operands are large enough. A product of two k-digit
operands with methods such as the schoolbook method or Comba’s requires to calculate k?
single-precision multiplications. Karatsuba’s method performs only 3k2/4 single-precision
multiplications. However, when applied recursively, Karatsuba’s method results in an algo-
rithm with complexity O(k'°823) where log, 3 ~ 1.58.

In order to explain Karatsuba’s method, let us assume, for simplicity, that the number of
digits k is even. The operands A and B are split into two parts of equal length, whereby Ay,
By, consist of the k/2 least significant digits, and Ay, By of the k/2 most significant digits
of A and B, respectively. Let 8 = 2. Since A = Ay - 85/2 + Ay, and B = By - 32 + By, the
product P = A - B can be computed as according to the following equation:

P=Ay-By-8°+[Any -Bu+ Ar-Br — (Ag — AL) - (Bg — Bp)] - 8*>+ AL - By, . (A.2)

A graphical representation of Karatsuba’s method is given in Figure A.1. It is also possible
to perform the calculation with the absolute value for (Ag — Ar) - (Bg — Br) and to use the
sign to decide whether this value is added to or subtracted from Ay - By + Ar - Br [52].
Note that carries may propagate from the most significant words of Ay - By, Ar, - Br, and
(A — Ap) - (Bg — Br) when they are added. Karatsuba squaring is similar to multiplication,
but with A = B the equation reduces to three (k/2)-digit squares that have to be added as
shown in Figure A.1. The middle term (Ay — Ap)? is always positive, which simplifies the
implementation of Karatsuba squaring [48].
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AH'BH AL’BL
—I—‘ Ap - By ‘
+ | AL - B |

— | (Ax —Ap) - (By — By) |

Figure A.1: Graphical representation of Karatsuba’s method.

A.1.4 Analysis of the algorithms

Both the execution time and the energy consumption of the algorithms described in this
section depend heavily on the concrete implementation. An implementer could, for instance,
fully unroll the inner and outer loops of the algorithms. In this case, only the base instructions
like multiplies, adds, loads and stores have to be performed. However, while loop unrolling
allows to achieve the best possible performance, it can significantly increase the code size,
especially when the number of digits is large. On the other hand, an implementation with
“rolled” loops represents the other end of the spectrum. Rolled-loop implementations do
not only execute the base instructions mentioned above, but also instructions which do not
directly contribute to the calculation of the result. We may think about operations such as
incrementing loop counters, branch instructions, register moves, or pointer arithmetic. While
an implementation with rolled loops has the benefit of small code-size, it can be significantly
slower than an optimized variant with unrolled loops. This makes it necessary to find a trade-
off between performance (i.e. unrolled loops) and code-size (i.e., rolled loops). One possible
solution is to partially unroll the loops. For instance, the body of the loop can be replicated
multiple times (e.g., 8 or 16 times), which replaces a number of loop iterations by non-iterated
straight-line code. Partial loop unrolling eliminates, or substantially reduces, the effects of
the loop overhead (i.e., incrementing the loop counter, branch instruction, etc.). In such case,
the loop overhead is (almost) negligible, which means that the execution time and the energy
consumption are primarily determined by the base instructions.

Table A.1: Comparison of base instructions for long integer multiplication algorithms.

Algorithm # MUL # ADD
Schoolbook Multiplication k2 4k?
Comba Multiplication k2 3k2
Karatsuba/Schoolbook Multiplication 3/y k2 3k +ks+2
Karatsuba/Comba Multiplication 3/, k2 I k? + 4k + 2

Table A.1 summarizes the number of base instructions (i.e., multiplies and adds).for the
algorithms described before. The schoolbook method performs exactly k2 iterations of the
inner loop. In each iteration, an operation of the form a - b + p + u is executed, i.e., two {2-bit
digits are multiplied and another two 2-bit digits are added to the product. Note that adding
a single-precision digit to a double-precision digit actually involves two ADD instructions since
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a single-precision addition may produce a carry which has to be processed properly.!

Comba’s method also iterates the inner loop exactly k? times. Therefore, we have k2
multiplications and 3k? single-precision additions since the accumulation of a 20-bit product
to the running sum in (¢, u,v) requires one ADD and two ADC instructions.

A Karatsuba multiplication of two k-digit operands basically consists of three (k/2)-digit
multiplications and five (k/2)-digit additions or subtractions. Table A.1 shows the number
of base instructions when using the schoolbook method or Comba’s method for the half-size
multiplications (we do not apply Karatsuba’s trick recursively). Note that the addition or
subtraction of the k-digit products Ay - By, Ar - B, and (Ag—Ayp) - (Bg — Bp) may produce
a carry. For simplicity, we count one ADD for the processing of this carry.

A.2 Modular multiplication

Three efficient algorithms are known to compute a modular reduction [25]. This section

presents the Montgomery multiplication algorithm [63]. For any R relatively prime to mod-

ulus N, the Montgomery method represents equivalence classes of A (mod N) as AL AR

(mod N) and redefines the modular multiplication as
MONTMULT(A, B, N) = ABR™' mod N . (A.3)

Hence, we see that Montgomery multiplication with the new representation is “isomorphic”
to the ordinary modular multiplication:

MONTMULT(AR mod N, BR mod N,N) = (AB)R mod N
< MONTMULT(A, B, N) = AB .

Montgomery algorithm relies on the key observation that

PHEN
R

with € € {0,1} and Q = PN’ mod R where N’ = —N~! mod R. In particular, when N is
odd and R is a power of 3 = 2 on a Q-bit processor, Montgomery modular reduction can
be evaluated easily since division by R amounts to a shift operation.

PR 'mod N = eN (A.4)

There are five basic algorithms given in [53] to perform the Montgomery multiplication
in general-purpose computers. These algorithms can be classified based on two factors. The
first factor is whether multiplication and reduction are separated or integrated. In the former
method, operands A and B are first multiplied and then a reduction is performed. In the
integrated approach, multiplication and reduction are performed in an interleaved manner.
The integration is coarse-grained if we do not alternate between multiplication and reduction
very frequently. Otherwise, it is called fine-grained. The second factor is about how the
multiplication and reduction steps are performed. In the operand scanning form, an outer
loop moves through words of one of the operands. In the product scanning form, the loop
moves through words of the product.

"More precisely, an ADD and an ADC (add with carry) instruction are required. However, we ignore this
distinction in our analysis and count only the number of single-precision additions, regardless of whether or
not the carry flag is considered.



D.VAM.1 — Performance Benchmarks 75

Based on this classification, [53] proposes and analyzes five different algorithms:

1. SOS: separated operand scanning;
CIOS: coarsely integrated operand scanning;
FIOS: finely integrated operand scanning;

FIPS: finely integrated product scanning;

AT e o o

CIHS: coarsely integrated hybrid scanning.

It was reported in [53] that the CIOS algorithm results in the best performance on a
general-purpose computer. The CIOS algorithm is simple to implement and has the same
inner loop as the pencil-and-paper method.

We give in Algorithm A.4 a (high-level) description the CIOS version (a.k.a. interleaved
version) of Montgomery multiplication algorithm as presented in [60, §14.3.2]. This version
presents the advantage of requiring less memory; on the minus side, however, it does not allow
to optimize the modular squaring.

Algorithm A.4 Montgomery multiplication (interleaved version).

Require: N < 3%, odd, with 8 = 2%, n) = ~N~! mod 3,
A = Zf:_ol 073 ﬁj = (ak_l, e ,(Io) and B = Zf:_ol bj ﬁj = (bk—h e ,bo)
with0 < A,B < N

Ensure: MONTMULT(A, B, N) = ABR™! mod N with R = 3¥

1: Ry 0

2: fori=0to k—1do

3: u + ((Ro mod ) + (ag - b; mod 3)) - ny mod 3
4: Ro(—(Ro—I—A'bZ’—I—N'U)%ﬁ

5: end for

6: if Ry > N then

7 Ry+— Ry— N

8: end if

9: return Ry

It is worth noting that Ry < 2N — 1 at Line 4, Vi. Indeed, we have
Ro+Ab;+ Nu < 2N -2)+(N-1)(—-1)+N(B-1)
p - p
1
=2N-1—-——=-<2N -1 .
B

A.2.1 Complexity

The evaluation of u (Line 3) requires 2 CPU multiplications. The evaluation of Ry (Line 4)
requires 2 multiplications of a word by a k-word integer, which can be done with 2k cpu
multiplications (see § A.2.2). Integrating the shifting into the reduction allows to save a
multiplication [53] (see the full description given in Algorithm A.5). Hence, with the previous
slight improvement, for a k-word modulus N, a Montgomery multiplication requires

‘ k(2k + 1) cpu multiplications . ‘
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A.2.2 Memory

Neglecting a few CPU registers, in addition to the memory needed to store A, B, N and n,
the Montgomery multiplication MONTMULT(A, B, N) requires

‘ (k 4+ 2) words of working memory .

A.2.3 Detailed implementations
Coarsely Integrated Operand Scanning (CIOS)

Algorithm A.5 Montgomery multiplication (Coarsely Integrated Operand Scanning).
Require: N < 3%, odd, with 8 =29, n), = —N~! mod 8,
A=S"0a; 3 = (ak_1,...,a0) and B=S"""1b; 31 = (b1, ..., bo)
with 0 < A, B<N
Ensure: MONTMULT(A, B, N) = ABR™! mod N with R = ¥
1: Z+0
2: fori=0tok—1do
3: u«— 0
4 for j=0tok—1do
5 (u,v) —a;-bi+zj +u
6: Zj v
7 end for
8
9

(u,v) — 2z + u

: Z < U
10: 241 < U
11: q < 7o - ng mod 3
12: (u,v) < 2o +ng - q
13: for j from 1 by 1to k—1do
14: (u,v) —nj-q+2z +u
15: Zj—1 U
16: end for
17: (u,v) «— 2z, +u
18: Zk—1 < U
19: 2k — 241 T U
20: end for

21: if Z > N then
22: Z—7Z—N
23: end if

24: return Z

In CIOS, execution of the algorithm alternates between the iterations of the loops for
multiplication (Lines 4-7) and reduction (Lines 12-16). In the first loop, a word of the
multiplier a; is multiplied by the entire multiplicant B and the result is added to the value in
Z. Therefore, the value in Z may be k+2 words. In the second inner loop, the temporary result
is shortened by one word utilizing the precomputed value ny = —ng ! mod . Consequently,
after each iteration in the outer loop, the intermediate result does not become longer than
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k + 1 words. Final subtraction in the last step guarantees that the result is in the desired
range (i.e., Z < N).

Karatsuba-Comba-Montgomery (KCM) Multiplication

Karatsuba-Comba-Montgomery (KCM) multiplication algorithm [71, 72, 8] implements the
Montgomery multiplication in three steps, as given by Eq. (A.4),

1. the multiplication P = A - B;

2. the calculation of Q = P - N’ mod R; and

3. the calculation of the actual Montgomery residue Z = (P + Q- N)/R

The last two steps implement the Montgomery reduction.

The calculation of A - B is performed using Karatsuba-Comba multiplication, where the
recursion in the Karatsuba reduces the number of multiplications while the Comba part
reduces the number of memory references. The Montgomery reduction is performed using
Comba-style multiplications.

Algorithm A.6 Montgomery reduction (product scanning form).
Require: N < 8*, odd, With B=2% nl=—-N"!mod 3,
pP= szolpz 37 = (pag—1,-..,p0) With 0 < P < 2N — 1

Ensure: Montgomery residue Z = P R mod N with R = 3*
(t,u,v) <0
fort:=0tok—1do

for j=0toi—1do

(t,u,v) « (t,u,v) + 2 - nji—;

end for

(t,u,v) — (t,u,v) + p;

zj < v - ngy mod

(t,u,v) — (t,u,v) + z; - ng

VU, u—t, t—0
end for
: for i =k to 2k — 2 do
forj=i1—-k+1tok—-1do

(t,u,v) — (t,u,v) + 2 - nj—;
end for
(t,u,v) « (t,u,v) + p;
Ri—k U

[ e T e T e T e S o S SO St

ve—u, u—t, t—0
: end for

: (tu,v) — (t,u,v) + pag—1
P Rk—1 ¢ U, Zp U

. if Z > N then

Z «— Z—N

. end if

: return P

O I O O
A DD = O O
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The first outer loop in Algorithm A.6 (Lines 2-10) calculates k words of @ = P-N’ mod R
and stores them in (zx_1,..., 21, 20). Thereafter, the second loop (Lines 11-20) produces the
actual Montgomery residue Z = (P + @ - N)/R. Both loops implement one multi-precision
multiplication operation each. The first multiplication requires the bottom half of the result
while the second does the upper half. Therefore, these two modular multiplications can be
efficiently computed using Comba method [72]. For more information on KCM multiplication,
one can profitably refer to [71, 72, 8].

A.3 Modular exponentiation

Again, there are various ways to evaluate an exponentiation [46]. This section reviews the
celebrated square-and-multiply algorithm for computing y = x® mod N. Advantageously, the
value of zx is still available in register R; at the end of the computation.

Algorithm A.7 Square & multiply.
Require: N,0 < x < N and e with e = Z?;é e;j 2/ where e; € {0,1} and g1 =1
Ensure: y = 2° mod N
1: Ry «— x; R «— Ry
2: for j = ¢ — 2 downto 0 do
3 Ry « (R0)2 (Inod N)
4 if ¢; =1 then
5: Ry — Ry - Ry (Inod N)
6
7
8

end if
. end for
: return Ry

Normalization and denormalization steps are necessary to use it together with Mont-
gomery multiplication (see Lines 1 and 8 in Algorithm A.8).

Algorithm A.8 Square & Multiply with Montgomery multiplication.
Require: N < %, odd, with g = 2%, ny = —N~"'mod 8, R = R?> mod N
0 <z < N and e with e = Z?;é e;j 27 where e; € {0,1} and eg_1 =1
Ensure: y = 2° mod N
1: Ry — MoNnTMuLT(2,R, N); R < Ry
2: for j = ¢ — 2 downto 0 do
3 Ry «— MoNTMULT(Ry, Ry, N)
4 if e¢; = 1 then
5: Ry «— MoNTMULT(Ry, R1,N)
6
7
8
9

end if
: end for
: Ry — MONTMULT(Ry, 1, N)
: return Ry

Note also that the value of z is no longer available in Ry at the end of the computation
but we can easily recover it as Ry «— MONTMULT(R;,1, N).



Appendix B

Index to Notations

B.1 General symbols

Formal symbolism

Meaning

|

{0, 1}
#A
P
a=b
alb

B.2 Costs

Formal symbolism

Bit-string concatenation

Set of bit-strings of length ¢
Cardinality of set A

Binary length of a

Integer division: a +b = |a/b|

a divides b

Finite field with ¢ elements
Algebraic closure of F,
Carmichael’s function of N

Norm of an element a € L over K
Trace of an element a € L over K
Ring of integers modulo N

Ring of p-adic integers

Field of p-adic integers

Unramified extension of Q, with ¢ = p

Jacobian variety of a curve C'

Jacobian group (class group, Picard group) of a

curve C/F,

Meaning

N

Addition in IF
Addition in G4
Addition in Z,
Addition in Zy
Exponentiation in G

79
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Formal symbolism Meaning
Eg, Exponentiation in Go
H Generic hash class

HGl Hash into Gl
Hg, Hash into Go
Hz, Hash into Z,
Ig, Inversion in Go
lz, Inversion in Z;
Mr, Multiplication in [,
Mg, Multiplication in Go
Mz Multiplication in Zy
Mz, Multiplication in Z,
Ng, Negation in Gy
P Pairing evaluation
PM Point multiplication
TA T-point addition
TD T-point doubling
TT T-point tripling

B.3 Acronyms

Formal symbolism Meaning
AES Advanced Encryption Standard
AGM Arithmetic Geometric Mean
BKLS Barreto-Kim-Lynn-Scott
CPU Central Processing Unit
CRT Chinese Remainder Theorem
DES Data Encryption Standard
DL Discrete Logarithm
DLP Discrete Logarithm Problem
IBE Identity-Based Encryption
ECC Elliptic Curve Cryptography
GQ Guillou-Quisquater
KCM Karatsuba-Comba-Montgomery
MNT Miyaji-Nakabayashi-Takano
MPC Multivariate-Polynomial based Cryptosystem
NAF Non-Adjacent Form
OAEP Optimal Asymmetric Encryption Padding
PK Public Key
PM Pseudo-Mersenne
PSS Probabilistic Signature Scheme
RSA Rivest-Shamir-Adleman
TDES Triple DES
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